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E-COMMERCE IN ASEAN: AN EMERGING ECONOMIC SUPERPOWER
AND THE CASE FOR HARMONIZING CONSUMER PROTECTION LAWS
Juthamas Thirawat*

INTRODUCTION
It appears that the Asian century has already begun. Asia is home to around 60% of the
world’s population.1 Asia has become the world’s largest economy for the first time in 2020 since
the nineteenth century,2 and it will not stop here. Asia is expected to account for more than half of
global GDP in 2024.3 Whereas the public’s attention is mostly focused on China, the future of Asia
is not a China-only story. More actors play a vital role in developing Asian economies. The
prominent one that we cannot ignore is the Association of Southeast Asian Nations (ASEAN),
consisting of ten member states: Brunei Darussalam, Cambodia, Indonesia, Lao PDR, Malaysia,
Myanmar, Philippines, Singapore, Thailand, and Vietnam. ASEAN combines over 660 million
people, 4 creating the world’s third-largest market, surpassed only by China and India. 5 More
importantly, ASEAN is currently the world’s fifth-largest economy by GDP, behind the United
States (US), the European Union (EU), China, and Japan.6 It will soon step up to the fourth rank.7
As a result, ASEAN has become “the only project on this scale in the developing world.”8

*

Lecturer in Law, Thammasat University. Georgetown University, S.J.D. 2022, University of California, Berkeley,
LL.M. (Dean’s List) 2017, Thammasat University, LL.M. 2013, Chulalongkorn University, LL.B. (First Class
Hons) 2011. This article is a part of the author's S.J.D. dissertation entitled “Harmonizing Pre-Contractual
Information Duties: The Key to Developing Electronic Commerce in the ASEAN Economic Community.”
1
Asian population accounts for 59.76% of the world’s population. See Asia Population, WORLDOMETERS,
https://www.worldometers.info/world-population/asia-population/ (last visited Jan. 17, 2022).
2
Valentina Romei & John Reed, The Asian Century Is Set to Begin, FIN. TIMES (March 25, 2019),
https://www.ft.com/content/520cb6f6-2958-11e9-a5ab-ff8ef2b976c7.
3
Oliver Tonby et al., The Future of Asia: Asian flows and networks are defining the next phase of globalization,
MCKINSEY GLOB. INST. ( Sept. 2019), https://www.mckinsey.com/~/media/mckinsey/featured%20insights/
asia%20pacific/the%20future%20of%20asia%20asian%20flows%20and%20networks%20are%20defining%20the%
20next%20phase%20of%20globalization/mgi-future-of-asia-flows-and-trade-discussion-paper-sep-2019.pdf.
4
Total population of the ASEAN countries from 2011 to 2021, STATISTA,
https://www.statista.com/statistics/796222/total-population-of-the-asean-countries/ (last visited Feb. 12, 2022)
[hereinafter “STATISTA, Total population”].
5
See Countries in the World by Population (2021), WORLDOMETERS, https://www.worldometers.info/worldpopulation/population-by-country/ (last visited Feb. 12, 2022); Total Population by Country 2021, WORLD
POPULATION REVIEW, https://worldpopulationreview.com/countries (last visited Feb. 12, 2022); 4 ASEAN
Infographics: Population, Market, Economy, ASEAN UP (Mar. 26, 2018), https://aseanup.com/asean-infographicspopulation-market-economy/.
6
See GDP Indicators 2021, STATISTIC TIMES (Mar. 13, 2021), https://statisticstimes.com/economy/gdp-indicators2021.php; Gross Domestic Product, Current Prices, IMF, https://www.imf.org/en/Publications/WEO/weodatabase/2021/April (last visited Feb. 12, 2022); ASEAN Integration Report 2019, ASEAN, at xii, xiv, 6 (2019),
https://asean.org/storage/2019/11/ASEAN-integration-report-2019.pdf.
7
The Asian Century Has Arrived, MCKINSEY & COMPANY (Nov. 15, 2019), https://www.mckinsey.com/featuredinsights/asia-pacific/the-asian-century-has-arrived.
8
Peter A. Petri et al., ASEAN Economic Community: A General Equilibrium Analysis, 26 ASIAN ECON. J. 93, 94
(2012).
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These statistics tell the same story when it comes to e-commerce. Despite many challenges,
ASEAN has the world’s third-highest number of internet users, outranking higher internet
penetration regions.9 Its digital economy is expected to hit US $300 billion by 2025 and 1 trillion
gross merchandise value (GMV) by 2030.10 ASEAN has recognized the great potential and benefit
of its e-commerce. The importance of e-commerce became even more critical when ASEAN
decided to strengthen the cooperation of its member states to reach toward the ultimate goal of
forming the highest integration as one community, “the ASEAN Community.”11 To achieve this
goal of integration, ASEAN launched one of the three pillars that anchored the ASEAN
Community—the ASEAN Economic Community (AEC)—in 2015.12 The main objective of the
AEC is to transform the Southeast Asian region into one competitive single market and production
base with a free flow of goods and services, investment, skilled labor, and capital among the ten
member states.13 As the most recent regional integration of the world, the AEC obviously draws
attraction from investors globally.
However, ASEAN cannot reap the greatest benefits from its enormous e-commerce market
under its new AEC integration. This is because, in effect, ASEAN still lacks a general uniform
consumer protection law, not to mention a specific one for e-commerce. 14 The existing legal
instruments are soft laws—those with no legally binding force—that only provide inadequate
consumer protection. The absence of a uniform law results in inconsistent and inefficient consumer
protection laws for e-commerce of member states. This problem causes adverse effects on both
consumer and business sides. For the consumer side, consumers often face risks of online fraud,
resulting in non-delivery or incompliance of products because they do not have direct interaction

9

Typically, the number of internet users follow the number of internet penetration, but interestingly, ASEAN is the
exception. See Number of Worldwide Internet Users in 2021, by Region, STATISTA (Sep. 29, 2021),
https://www.statista.com/statistics/249562/number-of-worldwide-internet-users-by-region/ [hereinafter “STATISTA,
Internet Users”].
10
GOOGLE ET AL., E-Conomy SEA 2021: Roaring 20s: The SEA Digital Decade at 8, 83-87 (2021),
https://services.google.com/fh/files/misc/e_conomy_sea_2021_report.pdf [hereinafter “GOOGLE ET AL. 2021”];
GOOGLE ET AL., E-Conomy SEA 2020: At Full Velocity: Resilient and Racing Ahead 92 (2020),
https://storage.googleapis.com/gweb-economy-sea.appspot.com/assets/pdf/e-Conomy_SEA_2020_Report.pdf
[hereinafter “GOOGLE ET AL. 2020”]; Aradhana Aravindan, Southeast Asia's internet economy to hit $300 billion by
2025: Report, REUTERS, https://www.reuters.com/article/us-southeast-asia-internet/southeast-asias-interneteconomy-to-hit-300-billion-by-2025-report-idUSKBN1WI07X (last visited Feb. 12, 2022).
11
The ASEAN Community was first mentioned at the 9th ASEAN Summit in 2003 and the leaders signed the Cebu
Declaration on the Acceleration of the Establishment of an ASEAN Community by 2015 at the 12th ASEAN
Summit in 2007. See ASEAN Community, ASEAN, https://asean.org/storage/2012/05/7.-Fact-Sheet-on-ASEANCommunity.pdf [hereinafter “ASEAN COMMUNITY”]; Cebu Declaration on the Acceleration of the Establishment of
an ASEAN Community by 2015, ASEAN (Jan. 11, 2007), https://asean.org/cebu-declaration-on-the-acceleration-ofthe-establishment-of-an-asean-community-by-2015/ [hereinafter “Cebu Declaration”]; Tang Siew Mun, Is ASEAN
Due for a Makeover?, 39 CONTEMP. SOUTHEAST ASIA: J. INT’L & STRATEGIC AFFS. 239, 243 (2017).
12
Declaration of ASEAN Concord II (Bali Concord II), ASEAN (Oct. 7, 2003),
https://asean.org/speechandstatement/declaration-of-asean-concord-ii-bali-concord-ii/.
13
ASEAN Economic Community Blueprint 2015, ASEAN at 5 (Jan. 2008), https://www.asean.org/wpcontent/uploads/images/archive/5187-10.pdf [hereinafter “AEC BLUEPRINT 2015”].
14
Eliza Mik, Legal and Regulatory Challenges to Facilitating e-Commerce in ASEAN, in ASEAN LAW IN THE NEW
REGIONAL ECONOMIC ORDER: GLOBAL TRENDS AND SHIFTING PARADIGMS 342, 358 (Pasha L. Hsieh & Bryan
Mercurio eds., 2019).
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with the products they purchase.15 Unlike in physical stores, all related activities happen “in the
dark.”16 Buyers do not meet sellers in person. Nor can they fully access or inspect products before
the conclusion of contracts. Thus, consumers in this region do not trust e-commerce— and are
even reluctant to purchase products online—because they are afraid of widespread online fraud.17
Consumers are simply not confident enough to conduct domestic online, 18 not to mention crossborder e-commerce. This is because if something goes wrong, it will likely be difficult for
consumers to process claims that have different redress rules in other jurisdictions.19
Furthermore, cross-border transactions are more costly than domestic transactions, which
creates a disincentive for businesses and consumers to form contracts abroad.20 Particularly for the
seller side, these additional costs come about because businesses have to research proper market
intelligence and legal compliance strategies for targeted export countries.21 Businesses pass on
these costs to consumers. The cost of researching various legislation across the different targeted
markets also causes businesses to be reluctant to sell their products or, in some cases, conduct
business in foreign countries. 22 The disparity of laws regarding consumer protection in ecommerce thereby creates trade barriers and limits growth in cross-border trading.
A common regulatory framework in every member state would promote a more effective
internal market by increasing legal certainty for both consumers and businesses, allowing them to
rely on a single set of rules. Harmonizing consumer protection law in ASEAN would incentivize
businesses to conduct cross-border trade that provides a greater variety of choices and prices for

15

Florian N. Egger, Consumer Trust in E-Commerce: From Psychology to Interaction Design, in TRUST IN
ELECTRONIC COMMERCE: THE ROLE OF TRUST FROM A LEGAL, AN ORGANIZATIONAL, AND A TECHNICAL POINT OF
VIEW 11, 16 (J.E.J. Prins et al. eds., 2002).
16
John Dickie, Consumer Confidence and the EC Directive on Distance Contracts, 21 J. CONSUMER POL’Y 217,
217-18 (1998).
17
Digital fraud caused Southeast Asia to lose US $260 million in 2019. See ATKEARNEY, Lifting the Barriers TO
E-Commerce in ASEAN at 11 (2015), https://www.atkearney.co.uk/
documents/10192/5540871/Lifting+the+Barriers+to+E-Commerce+in+ASEAN.pdf/d977df60-3a86-42a6-8d191efd92010d52; Alexander Ayertey Odonkor, Challenges and Prospects in Southeast Asia's E-commerce Market,
CGTN (Sept. 24, 2020), https://news.cgtn.com/news/2020-09-24/Challenges-and-prospects-in-Southeast-Asia-s-ecommerce-market-U2X7dP2ekM/index.html.
18
For example, a major reason for Thai consumers for not purchasing goods or services is because they
consumers are afraid businesses might deceive them (51.1%). Thailand Internet, User Profile 2017, ELECTRONIC
TRANSACTIONS DEVELOPMENT AGENCY, 26 (2017), https://www.etda.or.th/publishing-detail/thailand-internet-userprofile-2017.html. Likewise, many Indonesian online consumers have also indicated that they are “afraid of fraud”
in e-commerce (34%). E-commerce in Southeast Asia: Should Merchants Offer Cash on Delivery?, JANIO,
https://janio.asia/articles/e-commerce-in-southeast-asia-should-merchants-offer-cash-on-delivery/ (last visited Dec.
6, 2021); Jeehun Seo, How Can Southeast Asia Galvanize E-Commerce?, CENTER FOR INTERNATIONAL PRIVATE
ENTERPRISE (June 1, 2018), https://www.cipe.org/blog/2018/06/01/how-can-southeast-asia-galvanize-e-commerce/
19
Geraint Howells, Consumer Law Enforcement and Access to Justice, in RESEARCH HANDBOOK ON EU CONSUMER
AND CONTRACT LAW 406, 407 (Christian Twigg-Flesner ed., 2016).
20
Jan Smits, Full Harmonization of Consumer Law? A Critique of the Draft Directive on Consumer Rights, 18 EUR.
REV. PRIV. L. 5, 7 (2010).
21
Id.
22
Proposal for a Consumers Right Directive, at 1-2; Ioannis Lianos et al., The Global Governance of Online
Consumer Protection and E-commerce, WORLD ECON. F. 5 (2019),
http://www3.weforum.org/docs/WEF_consumer_protection.pdf.
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consumers23 and boost consumer confidence to participate in cross-border online transactions.
Then, ASEAN could expand to its full capacity and potential of e-commerce. Indeed, ASEAN has
realized this importance and provided legal frameworks for its most recent economic integration,
the AEC. The consumer protection scheme is on the priority list since ASEAN has recognized that
consumer protection would be the critical part of developing its e-commerce to build back
consumer trust and make use of the immense potential of e-commerce. Nevertheless, the AEC
legal framework and ASEAN legal instruments are still inadequate.
In this Article, I assert that the current strategic measures have not yet reached the AEC’s
goal of a higher level of consumer protection at the regional level in order to facilitate cross-border
e-commerce transactions. The insufficient regional instrument on consumer protection causes the
inconsistency and inefficiency of laws in ASEAN member states, which hinder growth of ecommerce. I support this claim by examining the most recent laws regarding consumer protection
in e-commerce of six member states. This is the first comparative discussion of this kind and
provides the most up-to-date information on these states’ consumer protection laws available. I
additionally provide the first comparative study of precontractual information duties for online
sellers of these six member states as one of the critical tools to protect consumers. This comparative
study demonstrates how the absence of harmonizing consumer protection law in this region harms
all ASEAN market players. This Article does not cover all questions about technical procedures
to impose the law in ASEAN. Nor does it seek to list all rules that should be filled in the ASEAN’s
consumer protection law. It is, rather, a starting point for additional research in this area. It makes
a case for thinking about harmonizing consumer protection law in ASEAN by showing concrete
evidence of the inconsistency and inefficiency of laws that pose an obstacle to cross-border
transactions in e-commerce.
This Article consists of five parts. Part I explains the history and unique character of
ASEAN and introduces the AEC, the latest attempt at regional economic integration of ASEAN.
It shows how ASEAN and the AEC function. Part II discusses ASEAN’s e-commerce that has
enormous potential to affect both players in its internal market—governments, private sectors, and
consumers—and on the global scale. This part further directs attention to how ASEAN instruments
and the AEC frameworks have significantly impacted e-commerce in connection with consumer
protection in response to the great potential of growth and people’s readiness in e-commerce.
ASEAN has not yet created a uniform and comprehensive legal instrument for consumer
protection relating to precontractual information duties. Thus, Part III of this Article lays out
relevant domestic laws of ASEAN member states that deal with this matter. I have selected laws,
including both hard law and soft law, from six of the ten member states, namely Indonesia,
Malaysia, the Philippines, Singapore, Thailand, and Vietnam. I made this selection by considering

23

Geraint Howells & Norbert Reich, The Current Limits of European Harmonisation in Consumer Contract Law,
12 ERA F. 39, 42 (2011).
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three factors: (1) potential to develop e-commerce;24 (2) existing e-commerce companies;25 and,
most importantly, (3) accessibility of resources for research.26
After reviewing the member states’ consumer protection laws for e-commerce in Part III,
Part IV looks more deeply into one type of consumer protection law, precontractual information
duties, which protects consumers engaging in e-commerce transactions. I chose this principle
because it represents the fundamental right of consumers: the right to be informed, which
essentially supports other consumer rights. This Article is the first to provide a comparative
analysis of precontractual information duties between ASEAN member states and two nations that
are considered to lead the international standard in this matter—the EU and the US. This
comparative study reveals that member states’ laws are still inconsistent and inefficient among
member states compared to globally accepted standards, and that those inconsistencies create
barriers to trade. Part V analyzes lessons learned from the selected six member states’ consumer
protection laws in e-commerce as well as a comparative study of precontractual information duties
in these member states. The findings show that in order to have ASEAN’s e-commerce flourish
and provide adequate protection for consumers in the region, ASEAN needs to develop its legal
framework by harmonizing consumer protection law.
I. ASEAN AND THE AEC
A. THE HISTORY OF ASEAN
ASEAN was established when its five founding members— Indonesia, Malaysia, the
Philippines, Singapore, and Thailand27—signed the Bangkok Declaration on August 8, 1967.28
ASEAN was later joined by another five states, namely Brunei (1984), Vietnam (1995), Myanmar
and Laos (1997), and Cambodia (1999).29 Accordingly, ASEAN creates regional cooperation from
ten member states in Southeast Asia.

24

See generally Catherine Saez, ASEAN Members Want A Regional Agreement On E-Commerce, Less Developed
Members Struggle To Catch Up, IP-WATCH (Apr. 19, 2018), https://www.ip-watch.org/2018/04/19/asean-memberswant-regional-agreement-e-commerce-less-developed-members-struggle-catch/; Melissa Ho, ASEAN E-commerce:
Beyond the Pandemic, HKTDC RSCH. (June 9, 2021), https://research.hktdc.com/en/article/NzY4MzkzMzg1;
Overview of e-commerce in Southeast Asia, ASEAN UP (Feb. 14, 2018), https://aseanup.com/overview-of-ecommerce-in-southeast-asia/; GOOGLE ET AL. 2020, supra note 10, at 5.
25
For example, two big online marketplaces in the ASEAN, Lazada and Shopee operate in only six countries
(Indonesia, Malaysia, the Philippines, Singapore, Thailand, and Vietnam). About, LAZADA,
https://www.lazada.com/en/about/ (last visited Feb. 12, 2022); About, SHOPEE, https://careers.shopee.sg/about/ (last
visited Feb. 12, 2022).
26
Brunei, Laos, and Myanmar are left out in this Article because they do not have legislation regarding precontractual information duties for online contracts. Although Cambodia may have these duties in its Consumer
Protection Law that was enacted in November 2019, this law is not available in English even on the website of the
ASEAN Committee on Consumer Protection. See Cambodia, ACCP,
https://aseanconsumer.org/selectcountry=Cambodia (last visited Feb. 12, 2022).
27
The Founding of ASEAN, ASEAN, https://asean.org/about-asean/the-founding-ofasean/#:~:text=The%20Association%20of%20Southeast%20Asian,%2C%20Philippines%2C%20Singapore%20and
%20Thailand (last visited Feb. 12, 2022).
28
ASEAN SECRETARIAT, HANDBOOK ON SELECTED ASEAN POLITICAL DOCUMENTS at I (2013),
http://www.asean.org/uploads/archive/pdf/HBPDR.pdf.
29
ASEAN Member States, ASEAN, https://asean.org/about-asean/member-states/ (last visited Feb. 12, 2022).
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ASEAN has a truly heterogeneous community with different economies, cultures, political
systems, and legal systems. A clear example of these differences among member states can be seen
in different economies. On the one hand, Singapore, ranked 7th of 193 countries, has the world’s
top GDP per capita in 2021, but on the other hand, some member states in ASEAN have the lowest
GDP per capita, such as Cambodia, which is ranked 153rd of 193 countries, and Myanmar, which
is ranked 157th of 193 countries.30 Besides these diverse economies, the legal systems also vary
significantly. Some member states inherit the common law system from British colonies, such as
Brunei, Malaysia, and Singapore, while others follow the civil law system, such as Thailand,
Indonesia, Cambodia, Laos, and Vietnam.31 Owing to this combination, ASEAN represents one of
the most diverse regions of the world.32 Yet, despite a great diversity, ASEAN is considered the
most successful regional organization in the developing world.33
The initial raison d’être of ASEAN was more political than economic. It was formed to
contain and counteract the communist insurgency after the Cold War.34 However, the political
stability of member states was a sensitive issue that could inflame tension in the region, so the
founding members deliberately hid their original political and military intent in order to dispel any
suspicions that ASEAN could be a military alliance.35 ASEAN, therefore, chose to highlight its
focus on economic development, especially economic cooperation and announced its goal of
eradicating poverty,36 which would obviate the reason for people participating in communism.37
For this reason, the Bangkok Declaration lists the main objectives of ASEAN as “accelerat[ing]
economic growth … through joint endeavours… [, and] … promot[ing] active collaboration and
mutual assistance on a matter of common interest in the economic … fields.”38
Turning to the core concept of cooperation in ASEAN, it is important to mention that
ASEAN has a unique approach to international relations among member states called the “ASEAN

30

The statistic referenced in the text is based on GDP per capita at a normal value. List of Countries by Projected
GDP Per Capita, STAT. TIMES (Mar. 15, 2021), https://statisticstimes.com/economy/countries-by-projected-gdpcapita.php.
31
Myanmar is partly common law since it is now under socialist and military dictatorship regimes. The Philippines
adopts a mixture of both systems. It mostly follows common law tradition, but civil law also retains some influence.
See LUKE NOTTAGE ET AL., ASEAN CONSUMER LAW HARMONISATION AND COOPERATION: ACHIEVEMENTS AND
CHALLENGES 20, 29-30 (2019), for in-depth information.
32
Philippe Gugler & Julien Chaisse, The ASEAN in a New Era: Unveiling the Promises, in COMPETITIVENESS OF
THE ASEAN COUNTRIES: CORP. AND REGUL. DRIVERS 1, 1 (Philippe Gugler & Julien Chaisse eds., 2010).
33
SIOW YUE CHIA & MICHAEL G. PLUMMER, ASEAN ECONOMIC COOPERATION AND INTEGRATION: PROGRESS,
CHALLENGES AND FUTURE DIRECTIONS 1 (2015).
34
STEFANO INAMA & EDMUND W. SIM, THE FOUNDATION OF THE ASEAN ECONOMIC COMMUNITY: AN
INSTITUTIONAL AND LEGAL PROFILE 1 (2015); Narongchai Akrasanee & David Stifel, The Political Economy of the
ASEAN Free Trade Area, in AFTA: THE WAY AHEAD 27, 27 (Seiji F Naya & Pearl Imada Iboshi eds., 1992);
DONALD E. WEATHERBEE, INTERNATIONAL RELATIONS IN SOUTHEAST ASIA 3 (3d ed. 2014); Chia Siow Yue &
Joseph L.H. Tan, An Overview, in ASEAN & EU: FORGING NEW LINKAGES AND STRATEGIC ALLIANCES 1, 1 (Chia
Siow Yue & Joseph L.H. Tan eds., 1997); Surachai Sirikrai, ASEAN’s Three Decades of Regionalism: Success or
Failure?, 3 THAMMASAT REV. 4, 15 (1998).
35
Id.; Rodolfo C. Severino, Politics of Association of Southeast Asian Nations Economic Cooperation, 6 ASIAN
ECON. POL’Y REV. 22, 23 (2011).
36
Akrasanee & Stifel, supra note 34 at 27; YOSHI KODAMA, ASIA PACIFIC ECONOMIC INTEGRATION AND THE
GATT-WTO REGIME 86 (2000).
37
Visoot Tuvayanond, The Opportunities for the Future Economic Rebound in ASEAN, 22 UNIV. THAI CHAMBER
COM. J. 89, 91 (2002).
38
ASEAN SECRETARIAT, HANDBOOK ON SELECTED ASEAN POLITICAL DOCUMENTS, at I (3rd ed. 2006),
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Way.”39 The ASEAN Way is comprised of two main principles: non-interference40 and decisionmaking based on consensus and consultation.41 These two principles are key to understanding the
character and function of ASEAN.
The first principle under ASEAN Way is non-interference. According to the ASEAN
Charter, member states are required to respect the independence and sovereignty of each state.42
Thus, member states must maintain “non-interference in the internal affairs of [other states].”43
The principle of non-interference comes from a deep-rooted fear of colonialism because, except
for Thailand, all Southeast Asian countries were colonized. 44 With this history, even after the
postcolonial period, ASEAN member states still insist on preserving this norm.45 These member
states have refused to sacrifice their sovereignty to a supranational organization, and, therefore,
ASEAN cannot create a strong and binding institutional structure. 46 Without a supranational
organization, ASEAN cannot impose community law, monitor the harmonization of law, or
enforce compliance or dispute resolution.47 Unlike the EU, a clear example of highly developed
institutionalism that has already established supranational institutions, such as the Council, the
Commission, the Court of Justice, and the Parliament, ASEAN still focuses little attention on
institutional integration.48
In contrast, ASEAN is an intergovernmental organization49 that cannot issue any legally
binding treaties50 or legislative acts by means of regulations or directives51 like in the EU for the
AEC. The enforcement of non-legally binding agreements is based on member states’ efforts at
39

ASEAN Charter, Dec. 16, 2008, https://asean.org/wp-content/uploads/images/archive/publications/ASEANCharter.pdf (summarizing the ASEAN Way).
40
ASEAN Charter art. 2(2)(e).
41
Id. art. 20.
42
ASEAN Charter art. 2(2)(a). See also Lee Leviter, Note, The ASEAN Charter: ASEAN Failure or Member
Failure?, 43 N.Y.U. Int’l L. & Pol. 159, 161 (2010).; Susumu Yamakage, The Construction of an East Asian Order
and the Limitations of the ASEAN Model, 12 ASIA-PAC. REV. 1, 6 (2005).
43
ASEAN Charter art. 2(2)(e).
44
Malaysia, Myanmar, and Singapore were British Colonies; Brunei was a British protectorate; Indonesia was under
the Dutch; the Philippines were under Spain; Cambodia, Laos, and Vietnam were under France.
45
LEE JONES, ASEAN, SOVEREIGNTY AND INTERVENTION IN SOUTHEAST ASIA 47 (2012); IMELDA DEINLA, THE
DEVELOPMENT OF THE RULE OF LAW IN ASEAN: THE STATE AND REGIONAL INTEGRATION 5 (2017); Leviter, supra
note 42, at 16; Yamakage, supra note 42, at 6.
46
SHAUN NARINE, EXPLAINING ASEAN: REGIONALISM IN SOUTHEAST ASIA 33 (2002).
47
Lay Hong Tan, Will ASEAN Economic Integration Progress beyond a Free Trade Area, 53 INT’L & COMP. L.Q.
935, 949 (2004).
48
Suthiphand Chirathivat, What Can ASEAN Learn from the Experience of European Integration? An ASEAN
Perspective, in ASEAN & EU: FORGING NEW LINKAGES AND STRATEGIC ALLIANCES 206, 215-18 (Chia Siow Yue
& Joseph L.H. Tan eds., 1997).
49
ASEAN Charter art. 3.
50
DEINLA, supra note 45, at 4.
51
Types of legislation, EUROPEAN UNION, https://european-union.europa.eu/institutions-law-budget/law/typeslegislation_en (last visited Feb. 12, 2022). The regulation, such as the Council Regulation (EC) No 44/2001 of 22
December 2000 on Jurisdiction and the Recognition and Enforcement of Judgments in Civil and Commercial
Matters, has more strict binding nature because it is directly applicable to member states, leading to full unification.
In contrast, a directive, such as Consumer Rights Directive, leaves the choice of form and methods to the national
authorities to implement such a directive. See generally Martin Gebauer & Felix Berner, Unification and
Harmonization of Laws, in MAX PLANCK ENCYCLOPEDIAS OF INTERNATIONAL LAW ¶ 12 (2019).
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the national stage.52 Policymaking can be conducted through the medium of ASEAN summits and
ministerial meetings. 53 Even the Secretary-General of ASEAN does not have decision-making
powers. 54 Instead, the Secretary-General can only “facilitate and monitor progress in the
implementation of ASEAN agreements and decisions.”55 Unlike the EU, the Secretary-General of
ASEAN and the ASEAN Secretariat has no teeth. They cannot control the compliance of member
states with AEC measures.56
Despite ASEAN having no supranational organization, the emergence of globalization and
fast-growing e-commerce can be a driving force to strengthen cooperation among member states.
This cooperation can eventually develop into a future supranational organization because all
member states can share the mutual benefits of the expanding market. Furthermore, people in the
region show a genuine willingness to engage in the e-commerce market. This situation can bolster
legitimate political will from the people up to the governmental leaders, which can lead to concrete
steps for further economic integration.
The second principle under ASEAN Way is “decision-making based on consensus.”
ASEAN emphasizes decision-making based on consultation and consensus, 57 and this norm
informally regulates state behavior. 58 ASEAN has its own working approach—flexible
accommodations, common decisions, collective encounters, and conflict avoidance or
containment.59 The consensus principle requires that a decision can be made only when all member
states accept it.60 This working style reflects another primary reason why ASEAN has eschewed
supranationalism—it does not want any institution to deliver a decision that points out a loser or a
winner. ASEAN envisions a sense of community where all member states are working together
rather than forcing some member states to follow a majority decision. On this basis, a decision
made by consensus has greater legitimacy than other methods, such as a majority vote,61 and it
presents a unified statement, increasing the diplomatic authority of ASEAN in the international
community.62 It encourages member states to consult, communicate, and understand the interests
of their counterparts.63 However, decision-making based on consensus and consultation, by nature,
can lead to more confrontation and deadlock since no rigid agreement can be reached. The process
52

DEINLA, supra note 45, at 4.
ASEAN Charter art. 7.
54
Thomas Schmitz, The ASEAN Economic Community and The Rule of Law 4 ( Dec. 15, 2014),
http://home.lu.lv/~tschmit1/Downloads/BDHK-Workshop_15-12-2014_Schmitz.pdf.
55
ASEAN Charter art. 11.
56
Stefano Inama & Edmund Sim, Prioritizing Integration Goals in the ASEAN Economic Community in a Changing
World 3 (EUR. U. INST. ROBERT SCHUMAN CENTRE FOR ADVANCED STUDIES, Working Papers RSCAS 2016/05),
https://cadmus.eui.eu/bitstream/handle/1814/40145/RSCAS_2016_05.pdf?sequence=1&isAllowed=y.
57
ASEAN Charter art. 20.
58
Yoshinobu Yamamoto, Regional Integration, Regional Institutions, and National Policies: A Theoretical and
Empirical Examination of Regional Integration in Asia and Europe, in REGIONAL INTEGRATION AND
INSTITUTIONALIZATION COMPARING ASIA AND EUROPE 54 (G. John Ikenberry et al. eds., 2012).
59
Surin Pitsuwan, ASEAN’s Three Decades of Regionalism: Success or Failure, 3 THAMMASAT REV. 4, 7, 1998;
DEINLA, supra note 45, at 8.
60
OTTO F. VON FEIGENBLATT, THE ASSOCIATION OF SOUTHEAST ASIAN NATIONS (ASEAN): CONFLICT AND
DEVELOPMENT 16 (2012).
61
Id.
62
Id.
63
Id.
53

VOL. 18.2

SOUTH CAROLINA JOURNAL OF INTERNATIONAL LAW & BUSINESS

47

to reach a consensus is also very time-consuming with a lengthy and high possibility of additional
required negotiations,64 making it difficult to respond to severe problems in a timely fashion.65
Moreover, a consensus is not compatible with integration that entails complex decisionmaking, making it more difficult to reach decisions.66 The consensus-making process can obstruct
integration or even slow down its movement.67 And a decision based on consensus may even fail
to reflect the reality of regional politics and deflect attention away from state intervention.68 The
EU had experienced this phenomenon before and agreed in the end to adopt the principle of the
qualified majority instead of consensus as to the result of the European Single Act.69 Therefore,
decision-making based on consensus might not be in the best of interests for ASEAN when it is
trying to create greater economic integration for the AEC.70
Still, decision-making based on consensus provides a substantial benefit to the foundation
of the ASEAN by creating unity without leaving any member state behind, so it is worth saving.
This Article recommends that ASEAN should not discard this ASEAN Way. We can fix what is
wrong and strengthen the rest. As such, ASEAN should retain the decision-making process based
on consensus specifically for sensitive areas, such as security and foreign policy.71 In the case of
trade or economic development in e-commerce, member states should utilize a majority-vote
process.72 In such situations, member states who are not ready to carry out a majority vote decision
can choose to apply the “ASEAN minus X” 73 formula for more flexible participation. 74 The
ASEAN minus X allows member states at different levels of development—some of which may
need more time to fully implement a decision—to comply with a decision at a later stage of the
process.75 Using this concept can help member states to stay together even when they disagree on
a particular action.76 This working style that cultivates joint participation can keep member states
together.
To sum up, two principles under ASEAN Way, non-interference and decision-making
based on consensus, follow the unique character of ASEAN as the cooperation of a greatly diverse
community. ASEAN Way has dominated working concepts, regional policies, and frameworks in
ASEAN. Thus, the current ASEAN instruments come out as broad commitments in order to
accommodate all member states to gradually implement them together as a whole despite their
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disparity of social, political, and legal backgrounds. This is the main reason why ASEAN cannot
impose binding laws, such as regulations or directives following the EU steps.
B. THE AEC: THE REGIONAL ECONOMIC INTEGRATION PROJECT OF ASEAN
The AEC is the regional economic integration established by ASEAN on December 31,
2015. 77 In fact, ASEAN has created several projects prior to the AEC to work on economic
integration. ASEAN’s first serious step took place in 1992 with the agreement in the ASEAN Free
Trade Area (AFTA).78 The AFTA was created in response to the loss of market shares from trading
blocs in Europe and North America.79 By establishing the European Common Market, also known
as the European Economic Community (EEC), and the North American Free Trade Area
(NAFTA), ASEAN has taken necessary responsive measures to mitigate any adverse effects from
these economic blocs and sought alternative markets for its products through the AFTA.80 Thus,
the AFTA has tried to increase international competitiveness and not be left out in the world’s
mainstream.81 The AFTA eliminates tariff and non-tariff barriers to increase the free flow of goods
in the region, which attracts substantially more trade and investment.82
To be competitive in globalization, ASEAN has agreed to strengthen its ten member states
toward the ultimate goal of reaching the highest degree of integration into one community as “the
ASEAN Community.” 83 The ASEAN community is often compared with the EU—the most
successful regional economic integration globally. It is also important to mention that the EU has
a long history with ASEAN through its colonial ties.84 But in fact, ASEAN does not intend to
pursue the ASEAN Community by following all the ways of the EU.85 The ASEAN Community
is comprised of three pillars: the AEC, the ASEAN Political-Security Community, and the ASEAN
Socio-Cultural Community.86 ASEAN first mentioned the AEC at the Bali Summit in October
200387 and chose to launch the AEC before the other two pillars because it considered economic
integration the most important pillar and a precondition to support the accomplishment of the other
two.88 The AEC’s objective is to transform Southeast Asia into a competitive single market and
production base with a free flow of goods and services, investment, skilled labor, and capital
77
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among the ten member states.89 The AEC represents one type of economic integration that relates
to several agreements (e.g., on trade in goods, services, investment) that support ASEAN’s
economic integration similar to other trade agreements like the United States–Mexico–Canada
Agreement (USMCA),90 for example.
More importantly, the AEC has often invited the comparison with other successful
economic integration models, particularly the EU, and its prior economic integration, the EEC. It
is easy to find false parallels between EEC and AEC because of their similar names. In fact, the
AEC’s ultimate goal is to transform ASEAN into “a single market and production base,”91 which
could be interpreted as reaching the highest level of integration as a single market in an economic
and monetary union like the EU.92 However, the AEC does not fit with any four levels under the
broad theory of economic integration: (1) free trade area (FTA); (2) custom union; (3) common
market; and (4) economic and monetary union. 93 Nor can the AEC be compared to those
integration steps in Europe.94
In effect, ASEAN has not yet declared an explicit plan of becoming the final stage of
economic integration despite the wording of its goal (a competitive single market and production
base) suggesting that conclusion.95 It will take time for the AEC to achieve the highest integration
and fulfill the conditions of a single market in an economic and monetary union like the EU.96 In
order to become a single market, the AEC needs to further abolish all customs for intra-trade,
eliminate more non-tariff barriers, encourage more free movement of labor, and implement
systematic harmonization of law.97
Despite any surface-level similarities between the AEC and the EEC, the AEC has its own
unique way of approaching economic integration that is quite different from European models.
Although the AEC has a similar name to the EEC, it has not yet reached a common market, the
third stage of economic integration, like the EEC.98 This is because the AEC has not completely
liberalized trades in goods and services and the movement of capital and labor.99 In addition, the
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AEC has not even integrated into a custom union, the second stage of economic integration100
because it still has not created a common external custom against non-member states. 101 The
AEC’s deviation from any levels of economic integration proves that the AEC does not fit in the
current theory and, therefore, has its own unique level of economic integration. The AEC can be
viewed as deepening the regional economic integration from the existing AFTA.102 Thus, the AEC
represents an advanced step of FTA as “FTA-plus.”103 by removing tariffs for member states and
committing to further facilitating the free flow of goods, services, investment, capital, and skilled
labor.104
Though the AEC is dissimilar to footsteps in Europe, and, in fact, does not follow the broad
theory of four levels of economic integration, a study that assessed the comprehensive benefits of
the AEC establishment suggests that the AEC “could produce gains similar to those resulting from
the Single European Market.” 105 For this reason, it is unsurprising that, as of 2021, this large
collective market has a value of approximately over U.S. $3 trillion.106 Because of this vast market,
presenting more than half a billion people, the AEC undoubtedly attracts local and foreign
investment. For example, the AEC is the EU’s third-largest trading partner outside Europe, only
after the U.S. and China.107 Also, the AEC is the U.S.’ fourth-largest source for imported goods
and the export market, after Canada, Mexico, and China. 108 As the AEC’s physical market
expands, so does the online market. In fact, the AEC has been under the spotlight around the world,
especially from China who plays an active role in promoting digital connectivity in Southeast
Asia.109
II. THE POTENTIAL OF E-COMMERCE IN ASEAN UNDER THE AEC
Digitalization has reshaped traditional ways of doing business. It has created new modes
of trading where people can buy or sell goods and services electronically without physical face100
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to-face contracts. It enhances a consumer’s capacity to search, compare, and choose the best and
most suitable choices in terms of price, quality, quantity, or customers’ reviews of products before
purchasing.110 A non-geographical border of e-commerce111 helps businesses connect to targeted
individuals directly, promptly, and speedily, which is key to trading worldwide.112 E-commerce
has become the world’s most rapidly growing commercial marketplace even before the COVID19 pandemic,113 and it will continue to play a prominent role at national, regional, and international
levels.114
A. THE READINESS OF PEOPLE IN THE REGION
The internet penetration in the Southeast Asian region (ASEAN plus Timor-Leste) has
risen to 75%, but it is still less than the 90% in North America and the 87% in Europe. 115
Nevertheless, this region has the world’s third-highest number of internet users, outranking higher
internet penetration regions. 116 Four member states of ASEAN, Indonesia (ranking 4th),
Philippines (ranking 12th), Vietnam (ranking 14th), and Thailand (ranking 18th), are in the top 20
of the world’s internet users.117 More importantly, ASEAN has a distinctive culture in which 90%
of the internet users access the internet predominantly via their mobile phones.118
In many member states, internet users spend the most time worldwide accessing the
internet through mobile devices. 119 The world’s average daily time spent on mobile internet is
3.39 hours. 120 Users in the Philippines lead the world with 5.54 hours, followed closely by
Thailand with 5.07 hours and Indonesia with 5.02 hours.121 Users in other countries, however, use
less mobile internet on a daily basis—3.13 hours in the United States, 3.10 hours in China, or 1.37
hours in Japan.122 These statistics tell the same story even when comparing overall daily internet
usage combining all devices.123 Six out of ten ASEAN member states are active on social media
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and buy more products online than the average internet user around the world.124 This trend is
likely to continue as people tend to shop online rather than in physical shops.125
The number of ASEAN online shoppers will certainly increase in the near future due to
one important factor: the age profile of the population.126 In the ASEAN, 70% of the population is
under the age of forty years old, compared to 57% in China.127 The median age of the ASEAN
population is around twenty-eight years old,128 making ASEAN a relatively young population.129
This younger population is a generation of digital natives and technical innovators.130 Members of
the young generation not only have a greater understanding of technological concepts through their
interaction with digital technology from an early age,131 but, due to this increased interaction, they
also have a greater tendency to engage in e-commerce.132 In fact, some statistics project that by
2025 most people in ASEAN will be fully engaged in the digital economy.133 The robust use of
digital technology and services in professional and personal situations will empower the majority
of people in the Southeast Asian region to become digital natives and comfortable with the online
world.134 Even more significantly, this region has a strong middle class with increasing purchasing
power and consumption.135
In addition to the high volume of internet users, the increase in internet speed across the
region is a dominant factor in growth of e-commerce because it was predicted that the Southeast
Asian region would add nearly 4 million new users to the online world every month from 2015 to
2020.136 The result in 2021 was on track with this prediction as the number of internet users
increased in the US from 260 Million to 440 million in 2015.137 All of these statistics support the
claim that, despite many challenges, the ASEAN digital economy is expected to reach US $300
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billion by 2025.138 ASEAN has experienced a boom in technology, led by six unicorns (a company
with a value of $1 billion).139
Unsurprisingly, with the considerable potential of economic growth in e-commerce,
Chinese companies have made a play for the ASEAN e-commerce market while American
companies remain on the periphery of ASEAN markets. The ASEAN e-commerce market has also
incentivized investors from giant, well-known Chinese companies, such as Alibaba,140 Tencent,141
and JD.com.142 ASEAN is a hot battleground among these competitors.143 The fierce competition
of these Chinese e-commerce companies displays in ASEAN through the top rivals for online
marketplaces (Southeast Asia Amazon), which are Lazada and Shopee. These two online
marketplaces cover seven markets: Indonesia, Malaysia, the Philippines, Singapore, Thailand, and
Vietnam.144 Alibaba bought 51% of Lazada in 2016 and injected around $4 billion in 2017.145
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Alibaba even replaced the Lazada CEO with its long-standing executive in order to monopolize
the market and tie the business of Lazada into Alibaba’s core e-commerce services.146
Tencent has fought back to win the e-commerce market in this region by putting $500
million in Shopee for its capital.147 Shopee is owned by Sea, Ltd. which Tencent has backed since
2017.148 JD.com, the strategic ally of Tencent, entered into a joint venture totaling $500 million in
2018 with the Central Group and opened JD Central, another online marketplace in Thailand.149
These events show the intense movement of Chinese companies in the ASEAN e-commerce
market, whereas Amazon, representing American interests, still confines itself to Singapore.150
The ASEAN e-commerce market continues to flourish under the AEC. 151 Besides, as
mentioned earlier, COVID-19 has highlighted the importance of e-commerce.152 The pandemic
has caused the acceleration of digital assumption because people need to use online services to
conform with social distancing policies. The statistic shows that one in every three people in
ASEAN started using online services for the first time, and 90% of this population intend to
continue using these services going forward.153 They have accepted e-commerce as a new way of
life.154 Online shoppers in ASEAN have already reached 440 million by the end of 2021—more
than the prior prediction. 155 These statistics reflect the strong readiness of people in ASEAN,
including businesses and consumers, to participate in e-commerce, which will contribute to the
inevitable exponential growth of the e-commerce market. Since people in ASEAN are ready to
engage in e-commerce, the AEC can effectively implement the frameworks for economic
integration and foster cooperation at the domestic level and between member states. Therefore,
146
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even though ASEAN cannot impose a binding top-down legal framework like the EU or like a
government at a national level, people in the community are essential to drive the political will of
the member states to further strengthen the economic development of the AEC. In other words,
great support from people in ASEAN can ultimately create a bottom-up legal framework with
which member states would willingly comply.
B. THE REGIONAL POLICY AND FRAMEWORK OF THE AEC CONCERNING E-COMMERCE
In recognition of ASEAN’s great potential for e-commerce, the readiness of its people,
and achieving a goal of a healthy e-commerce market, ASEAN also launched many regional
policies, initiatives, and instruments to govern the e-commerce market. ASEAN is the first
developing region that is working on a unified e-commerce legal framework.156 The most
important policy frameworks are the AEC Blueprints of 2015 and 2025.157 The AEC Blueprints
have served as a master plan for the AEC’s implementing process and outlined timelines and
goals for specific reforms.158 As mentioned earlier, ASEAN has no supranational organization to
impose legislation, such as rules or directives. Therefore, the AEC Blueprints are only a soft
law—a nonlegally binding agreement—that asks for the cooperation of member states in
implementing the AEC goals and strategic measures. The AEC Blueprints are more like an
aspirational plan that lists broadly agreed commitments in order to accommodate all ASEAN
member states, which have economic disparity and require gradual implementation. The AEC
Blueprints, then, allow various sectoral bodies in ASEAN to further elaborate and issue more
detailed and specific initiatives and work plans that support the implementation of the AEC
Blueprints.159
To reach the AEC’s ultimate goal as a single market and production base within ASEAN,
the AEC issues many comprehensive strategic plans to promote e-commerce. The AEC Blueprint
2015 and 2025 have devoted one section to e-commerce, containing commitments related to draft
policies and legal infrastructure for e-commerce transactions.160 The AEC Blueprint 2015, though
expired in 2015, situated the policy and legal infrastructure for e-commerce with the specific goal
of being “the Competitive Economic Region.”161 It required member states to enact, amend, or
update their e-commerce legislation to be consistent with regional best practices, guidelines, and
standards based on common practices in order to support regional e-commerce activities.162 The
priority action was the full harmonization of the legal infrastructure of e-commerce in ASEAN.163
Although the AEC Blueprint 2015 has already expired, member states adopted the AEC
Blueprint 2025 to carry out the AEC targets from 2016 to 2025.164 The AEC Blueprint 2025 has
continued to promote e-commerce in light of its obvious importance in the global economy.165
156
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The AEC Blueprint 2025 recognizes that globalization makes the world interconnected through
information and communications technology.166 It views e-commerce as the essential factor “not
only in cross-border trade but also in facilitating foreign investment through the supply of
intermediary services.”167 Hence, the AEC Blueprint 2025 moves e-commerce from a strategic
measure under “the Competitive Economic Region” of the Blueprint 2015 to “the Enhanced
Connectivity and Sectoral Cooperation.”168
The change of emphasis seen in these two Blueprints related to e-commerce reflects the
development of the AEC from recognizing the importance of e-commerce as one of the
competitive factors to enhancing and strengthening the cooperation and connection between
sectors in each state and among member states.169 The AEC plans to further intensify cooperation
in e-commerce among member states to facilitate cross border e-commerce transactions.170 It will
facilitate cooperation by setting significant strategic measures, including harmonization of
consumer rights and protection laws, online dispute resolution, and electronic identification.171
The cooperation among member states would help build trust, gain credibility from developed
countries, and increase investment in the AEC e-commerce market, which is expected to grow at
least twice as fast as markets in other regions.172 Also, both Blueprints have incorporated the 2000
e-ASEAN Framework Agreement, which provides a list of activities that member states need to
undertake to build e-commerce platforms in their countries and subsequently in the region, to
intensify cooperation in AEC e-commerce.
Recognizing e-commerce as a vital element of the global economy, a number of initiatives
and working groups were established to support the implementation of the AEC Blueprints. An
important working group that addresses e-commerce issues is the ASEAN Coordinating
Committee on Electronic Commerce (ACCEC), which was created in 2017 to manage ASEAN
policy regarding e-commerce and digital trade. 173 The leading initiative of the ACCEC is the
ASEAN Work Programme on Electronic Commerce (AWPEC) 2017-2025. 174 The AWPEC
covers multi-sectoral bodies and initiatives in various areas of e-commerce, including
“infrastructure, education and technology competency, consumer protection, modernization of the
legal framework, security of electronic transactions, competition, and logistics.”175
Another recent important initiative of the ACCEC is “the Guideline on Accountabilities
and Responsibilities of E-marketplaces,” one of the initiatives under the AWPEC with a view
166
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toward creating a conducive environment, especially for growing e-commerce platforms.176 This
Guideline encourages e-commerce platforms to incorporate guiding principles to unlock
opportunities for cross-border trade and foster the development of consumer confidence in
ASEAN. 177 Interestingly, the Guideline recommends e-marketplace providers require some
material information disclosure in the preferred or local language, such as information related to
products, prices, payments, the duration of contracts and delivery modes, returns and cancellation
policies, and methods for placing an order.178 More importantly, the Guideline recommends emarketplace providers delist merchants if they are found to be in noncompliance with the rules.179
Nevertheless, the Guideline is limited to e-marketplace providers and does not contain detailed
recommendations of when this information should be disclosed or how to disclose information
effectively.
One important initiative related to e-commerce is the ASEAN Agreement on Electronic
Commerce 2021-2025, which was adopted in 2019 and entered into force in 2021 as the latest
comprehensive agreement.180 It intends to deepen cooperation among the ASEAN member States
and govern several cross-sectoral bodies necessary for the development of e-commerce.181 The
Work Plan, which supports the Agreement, launched in 2021 to provide a coherent and
harmonized approach for implementing this Agreement. 182 The ACCEC is responsible for
coordinating with relevant ASEAN sectoral bodies to implement this Agreement in a timely
manner.183
More significantly, when closely examining the new Blueprint 2025 under the e-commerce
section, the Blueprint 2025 places the harmonization of consumer rights and consumer protection
on the top list among strategic measures regarding e-commerce. 184 This prioritization is in
accordance with the direction of general consumer protection under the AEC Blueprint 2025. The
Blueprint 2025 highlights the importance of building higher consumer confidence and cross-border
commercial transactions.185 Since e-commerce has no physical examination, concrete identity of a
seller, or on-site delivery, it can substantially impact consumers. In response to this potential
impact, the Blueprint has set firm goals to “establish a common ASEAN consumer protection
framework through higher levels of consumer protection legislation, improve enforcement and
monitoring of consumer protection legislation, and make available redress mechanisms.”186
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These goals under the Blueprint 2025 are also reiterated in many initiatives. One such
initiative is the ASEAN Strategic Action Plan for Consumer Protection (ASAPCP) that addresses
consumer policy over the next ten years (2016-2025) by modernizing relevant provisions of
consumer protection legislation in member states.187 Another significant initiative to support the
improvement of consumer protection in member states is the 2017 ASEAN High-Level Principles
on Consumer Protection (AHLP).188 Interestingly, the AHLP refers to e-commerce and identifies
it as an area that lacks adequate and effective consumer protection.189 Hence, the AEC has a clear
policy under the Blueprint 2025 of strengthening regional consumer protection in e-commerce,
found explicitly in both the consumer and e-commerce sections.
Moreover, with the emphasis on consumer protection, another sectoral working group was
established in 2007, named the ASEAN Committee on Consumer Protection (ACCP), to serve as
the primary ASEAN sectoral committee responsible for implementing and monitoring agreements
and mechanisms to foster consumer protection in the AEC.190 Recently, ACCP launched the firstever “ASEAN Regional Information Campaign on Online Shopping” in 2020 to improve
consumers’ awareness of their right to seek product information and, in turn, ensure that online
businesses respect consumer rights by giving accurate information. 191 This campaign reflects
ASEAN’s attempt to protect the growing number of consumers who are online shoppers, along
with its focus on e-commerce growth in the region.192
Another recent initiative in 2020 is “the ASEAN Online Business Code of Conduct,” a
joint endeavor of the ACCP and the ACCEC.193 The Code of Conduct complements the legislation
of ASEAN member states.194 It sets fifteen commitments for businesses operating online to build
consumer confidence in e-commerce and support good business practices. 195 Some of the
commitments impose broad pre-contractual information duties. For instance, businesses should
communicate honestly and truthfully by providing complete and correct information about goods
services, a clear cost of products without hidden fees, and businesses should offer options for
cancellation.196 These two recent initiatives, the Information Campaign and the Online Business
Code of Conduct, show that the AEC is currently putting a spotlight on consumer protection in ecommerce to foster its digital economy.
In conclusion, the AEC has firmly focused on intensifying cooperation among ASEAN
member states toward regional consumer protection law and policy, particularly in e-commerce.
187
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By obtaining that objective, the Blueprint 2025 heavily emphasizes how important it is that
member states harmonize their legislation for “consumer protection.” The harmonization would
serve as a stepping stone for thriving cross-border e-commerce and significantly benefits both
consumers and businesses. Many initiatives and working groups of ASEAN sectoral bodies have
been created to support e-commerce. Although the AEC policy encourages the development of
common ASEAN legislation for greater consumer protection in e-commerce, to this point
ASEAN’s comprehensive and harmonized consumer protection law is missing. A lack of
harmonized consumer protection law results in inconsistent and inefficient consumer protection
laws among member states. This legal diversity adversely affects consumers, businesses, and
governments. The following parts will support this claim.
III. CONSUMER PROTECTION
STATES

IN THE

CONTEXT

OF

E-COMMERCE

OF THE

SELECTED SIX MEMBER

At present, ASEAN only has an overly broad framework regarding harmonizing and
strengthening consumer protection in e-commerce under the AEC Blueprint and its following
initiatives. Although unified or harmonized e-commerce law and consumer protection law are not
yet in place under the AEC framework, all member states are aware of the importance of ecommerce. They recognize the immense potential of the AEC e-commerce market and have
already enacted e-commerce law.
In brief, all ASEAN member states have already enacted domestic laws concerning ecommerce transactions with influence from the United Nations Commission on International Trade
Law (UNCITRAL) instruments.197 Most domestic laws of member states, such as the Philippines
and Indonesia, are based on the 1996 UNCITRAL Model Law on Electronic Commerce.198 Some
states promulgated e-commerce transaction laws based on the 2005 United Nations Convention on
the Use of Electronic Communications in International Contracts (Electronic Communications
Convention), the updated and complemented version of the Model Law, such as Singapore (fully
adopted), Malaysia (partially adopted), Thailand (partially adopted), and Vietnam (mostly
adopted).199
Nevertheless, ASEAN member states’ electronic transaction laws do not all contain
specific provisions on consumer protection because the main principles of both UNCITRAL
instruments are technological neutrality and functional equivalence. 200 These two principles
establish rules that provide equal treatment to traditional paper based and electronic means and
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affirm the formation and validity of contracts concluded electronically. 201 With no consumer
protection provision in e-commerce transaction law, general consumer protection laws in member
states have had to widen their scope of application that generally apply to traditional offline
transactions to regulate online transactions. More significantly, most states have decided to
promulgate sui generis laws in the form of an act, regulation, decree, or administrative order to
specifically cover consumer protection for e-commerce transactions, separated from their main ecommerce transaction or consumer protection laws.
To date, scholars have focused on either e-commerce law or consumer protection law.202
Yet these two areas are closely connected in this digital era and becoming more and more so.
Instead of studying them independently of each other, this Article fills this gap and takes an
integrative approach by discussing consumer protection in the context of e-commerce. It is the first
to collect the most updated data of consumer protection in relation to e-commerce transactions up
to six ASEAN member states based on the potential to develop e-commerce, the current existing
e-commerce companies, and accessibility of resources to research. This part comprises member
states’ main laws and a brief background of several entities that regulate consumer protection,
including state agencies (either a separate organization or ministry), leading authorities,
organizations, and associations serving as non-governmental organizations (NGOs). The
information about the competent authorities and NGOs in each state help clarify the source of
legislation and focal points of consumer protection for each state because these authorities
generally propose, monitor, or enforce laws and educate consumers. The selected six member
states are arranged alphabetically as follows.
A. INDONESIA
The Indonesian population comprises approximately a third of all people in ASEAN.203 In
terms of e-commerce, Indonesia is thought to account for 52% of the e-commerce market in this
region. 204 Indonesia has the second most unicorns in ASEAN, such as Go-Jek, Traveloka,
Tokopedia, Bukalapak, and only Singapore outranks Indonesia. 205 The law that regulates all
internet-related activities in Indonesia is the 2008 Law on Information and Electronic
Transactions,206 which was partly amended in 2016.207 The Law provides general provisions for
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all internet-based transactions and specific provisions on privacy, cybercrime, and content
issues.208
Since the Law on Information and Electronic Transactions does not include a consumer
protection provision, Indonesia’s 1999 Law on Consumer Protection 209 subsequently governs
consumer protection in electronic transactions as long as the provisions of law permit.210 Among
other consumer rights,211 several sections in the Law on Consumer Protection relate to the right to
information for consumers, such that they should be able to obtain accurate and clear information
provided electronically about contract requirements, manufacturers, and product details of goods
and services.212
Additionally, Indonesia issued “the Government Regulation No. 80 of 2019 on Trading
through Electronic System (GR 80)”213 with the intention to improve the governance of Indonesian
e-commerce.214 GR 80 requires businesses to comply with a specific setup when they engage in ecommerce activities, such as licensing, disclosing correct, clear, and honest information about
goods or services, and ensuring tax compliance. 215 It covers all players (i.e., merchants, ecommerce providers, and intermediary service providers) that offer their goods or services within
an e-commerce trading system in the Indonesian territory.216 More importantly, GR 80 emphasizes
that those e-commerce businesses must comply with consumer protection and rights as stated in
the Law on Consumer Protection, along with specific protection frameworks provided in GR 80
regarding personal data protection, consumer complaint services, and dispute resolutions.217
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The Directorate of Consumer Empowerment (under Ministry of Trade of Indonesia’s
Directorate General of Consumer Protection and Trade Compliance) is the Indonesian national
consumer protection agency, which the Law on Consumer Protection established. 218 The
Directorate of Consumer Empowerment is tasked with making policies, enforcing laws, receiving
consumer complaints, educating consumers, and raising awareness. 219 Indonesia has diverse
NGOs for consumer protection, e.g., the Indonesia Consumer Association, the Institute For
Consumer Development and Protection, and the Yogyakarta Consumer Institute.220 They all have
a general role of cooperating with government agencies on consumer protection, promoting
consumer protection, providing counsel to consumers, and receiving and settling consumer
complaints.221
B. MALAYSIA
Malaysians are active internet users, which has resulted in the rapid growth of the country’s
e-commerce. 222 The primary law governing e-commerce and online businesses is the 2006
Electronic Commerce Act, which pertains to the legal recognition and validity of electronic
contracts and signatures. 223 The Electronic Commerce Act, however, does not contain any
consumer protection provisions.224
Regarding consumer protection, the 1999 Consumer Protection Act is the main law that
protects Malaysian consumers against unfair practices and enforces minimum product
standards.225 The Consumer Protection Act was amended in 2007 to extend its scope to cover ecommerce transactions. 226 The 2012 Consumer Protection (Electronic Trade Transactions)
Regulations were enacted to further strengthen consumer protection in e-commerce.227 The 2012
regulations directly apply to online business traders and online marketplace operators by imposing
certain obligations on them such as disclosing required information on websites or online
marketplaces, providing appropriate means to rectify errors, and maintaining records.228 The 2012
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Lee & Eileen Lee eds., 2019).
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regulations aim to increase consumers’ confidence in online shopping and trading which
encourages the development and growth of e-commerce in Malaysia.229
The Ministry of Domestic Trade and Consumer Affairs (MDTCA) is the primary
government agency responsible for policy-making and enforcing consumer protection law in
Malaysia.230 Also, MDTCA is in charge of receiving consumer complaints and acts as a secretariat
to the National Consumer Advisory Council (NCAC) to advise the Minister of Domestic Trade
and Consumer Affairs about relevant consumer issues and the implementation of the Consumer
Protection Act.231 Furthermore, in Malaysia, the most notable and influential NGO in the sphere
of consumer protection is the Federation of Malaysian Consumers Associations (FOMCA).232
FOMCA coordinates the activities of 13 other non-governmental consumer protection associations
in Malaysia.233 FOMCA also provides dispute settlements services (mediation and arbitration),
educational services (training and awareness-raising), advice, and advocacy to consumers.234
C. THE PHILIPPINES
The Philippines has a large growing number of internet users, especially via mobile phone,
but its e-commerce is still at a nascent stage.235 The Philippines enacted the Electronic Transaction
Act in 2000 to assure the validity and legal effect of electronic documents or messages and to end
discrimination between different types of technology.236 The Philippines does not have a separate
consumer protection law for e-commerce. Technically, the 2000 Electronic Commerce Act does
not provide additional or tailored consumer protections for e-commerce.237 The act merely refers
to consumer protection law and reaffirms that the application of consumer protection law shall be
extended to electronic transactions.238
The Philippines’s main consumer protection law is the 1992 Consumer Act to protect the
interests of consumers, promote their general welfare, and establish standards of conduct for
businesses and industries. 239 Furthermore, for better compliance of activities in e-commerce
relating to consumer protection, three departments (the Department of Trade and Industry, the
Department of Health, and the Department of Agriculture) issued the Joint Department
Administrative Order regarding rules and regulations for consumer protection in a transaction
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made through electronic means in 2008.240 This administrative order aims to protect consumers
doing online transactions particularly when purchasing goods and services.241 It provides several
consumer protection provisions, such as information requirements for online disclosures.242 The
Department of Trade and Industry243 plays a central role in implementing and enforcing the 1992
Consumer Act.244 It also pushed for a new law regulating Filipino online platforms in 2020 and a
proposed bill. 245 The department is well-known in the regional arena and promotes consumer
education.246
The Philippines has a different structure for its consumer protection agency than other
ASEAN state members; it is in the form of a council consisting of representatives from
governmental and non-governmental agencies. 247 The 1992 Consumer Act established the
National Consumer Affairs Council (NCAC) to manage, make effective, and coordinate consumer
programs and policies of relevant government agencies (e.g., Department of Trade and Industry,
Department of Health, Department of Agriculture, Department of Education), private
organizations, and business/industry sectors.248 Besides the NCAC, the Philippines has a number
of consumer organizations in which the Department of Trade and Industry is in the process of
revisiting its guidelines for consumer movement in the country.249
D. SINGAPORE
Singapore has the highest GDP in the ASEAN, 250 and its people have become more
sophisticated and receptive towards e-commerce as online shoppers.251 Without doubt, Singapore
is home to the most unicorns in ASEAN, i.e., Sea, Grab, Razer, Lazada, Trax, Bigo Live, and
PatSnap.252 The principal law governing e-commerce in Singapore is the Electronic Transaction
240
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Act. 253 Singapore amended the Electronic Transaction Act in 2010 in order to align with the
Electronic Communications Convention, which it signed and ratified as the first ASEAN member
state.254 The Electronic Transaction Act covers the legal recognition and legal effect of electronic
information and electronic contracts255 without incorporating provisions on consumer protection
in e-commerce.256 Thus, Singapore does not have separate legislation to regulate issues concerning
consumer protection that the online environment raises.257
Nevertheless, Singapore still has the Consumer Protection (Fair Trading) Act (CPFTA)
that generally applies to all kinds of transactions, including electronic transactions.258 CPFTA was
first enacted in 2003 and has gone through amendments on several occasions until the latest one
in 2016.259 CPFTA's main objectives are to protect consumers against unfair practices and to give
consumers additional rights relating to the conformity of goods in sales contracts.260 For instance,
Lemon Law261 protects consumers in Singapore against defective products exhibited within six
months with effective forms of redress, i.e., repair, replace, reduce the price, or provide a refund
from sellers.262 In addition, Enterprise Singapore and the Singapore Standards Council launched
the first national standard for all stages of e-commerce transactions (pre-purchase, purchase, and
post-purchase) in 2020 called Technical Reference 76 (TR 76).263 Though TR 76 is basically a
guideline that is not legally binding, it offers a checklist for online businesses to develop their ecommerce processes and policies and to ensure that they provide comprehensive information
available to consumers so that they can make more informed purchases.264
The Ministry of Trade and Industry is in charge of policy matters of the CPFTA, whereas
the Competition and Consumer Commission of Singapore (CCSC) is the administering agency for
the CPFTA with the authority to investigate businesses and their practices, ensure their
compliance, and enforce the law against unlawful business.265 The key NGO in Singapore is the
Consumers Association of Singapore (CASE).266 Although CASE is in the form of an NGO, in
253
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practice it has a very close relationship with the government, which is useful in law reform and
enforcing newly enacted legislation. 267 Also, it has a strong proactive role in educating both
consumers and traders about their rights and responsibilities.268 CASE provides advice, assistance,
and mediation services to consumers, so CASE is the first stop out-of-court that consumers can
reach out to when disputes arise.269 In effect, CASE has a vital role in Singaporean consumer
protection because the governmental approach is predominantly based on consumer empowerment
for greater consumer responsibility and pro-activity.270 The Singaporean government encourages
consumers to seek civil remedies against unlawful business without relying on or waiting for the
government to take action.271
E. THAILAND
E-commerce in Thailand has progressively grown, especially B2C e-commerce, which
generates the highest value in ASEAN; therefore, the Thai government has actively promoted the
country’s digital economy in response to this considerable potential for its e-commerce.272 The
main Thai law regulating e-commerce is the Electronic Transactions Act B.E. 2544, which was
first enacted in 2001.273 The Electronic Transactions Act has gone through three additional rounds
of amendments, mostly to be in line with UNCITRAL instruments, i.e. both Model Laws on
Electronic Commerce and Electronic Signatures and the Electronic Communications Convention,
and the latest amendment was in 2019. 274 The Electronic Transaction Act focuses mainly on
providing equal legal validity, formalities, and evidentiary status between paper-based or
electronic transactions. 275 Moreover, a new draft of the Royal Decree on Regulating the Digital
Platforms Services has recently been proposed for enactment under the Electronic Transactions
Act in 2021.276 The draft Decree aims to regulate and control most digital platforms in Thailand,
including some provisions geared towards consumer protection.277
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Since the Electronic Transaction Act does not contain any consumer protection provisions,
consumers engaging in e-commerce will fall under the scope of the Consumer Protection Act B.E.
2522 (1979),278 a principal law for consumer protection in Thailand.279 The Consumer Protection
Act has been revised several times, most recently in 2019, to provide comprehensive protection
for Thai consumers.280 The Consumer Protection Act provides fundamental rights, such as the right
to be informed, the right to expect safety in the use of goods and services, or the right to receive a
fair contract.281
Apart from the Consumer Protection Act, more provisions related to consumer protection
in e-commerce can be found in two other relevant laws. The first law is the Direct Sales and Direct
Marketing Act B.E. 2545 (2002) (DSDM),282 most recently amended in 2017, which has been
applied to certain small and medium-sized enterprises (SMEs) that conduct electronic transactions
under the scope of this Act.283 The DSDM provides consumers the right to terminate a contract for
sale of products within a cooling-off period of seven days from the date consumers receive
products284 and to receive a full refund within fifteen days of businesses receiving a notice from
consumers.285
The second law is the Notification No. 70 of 2020, issued by Ministry of Commerce’s
Central Committee on Prices of Goods and Services,286 which requires all online businesses to
display prices and descriptions of goods and services.287 The Notification was created to address
an issue in which many online businesses, particularly those selling products and services on social
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media platforms (e.g. Facebook and Instagram), intentionally choose not to display the prices of
their products but rather invite customers to inquire about the information through private chats.288
The primary government agency responsible for protecting consumers in Thailand is the
Office of the Consumer Protection Board (OCPB).289 The OCPB was established by the Consumer
Protection Act and has been attached to the office of the Prime Minister.290 With the special feature
of being the only executive body in Thailand, the OCPB can receive complaints, mediate disputes,
and bring cases to court on behalf of consumers.291 Also, the OCPB can coordinate with Thai
police forces to advise whether certain conduct constitutes a prosecutable offense.292 The work of
the OCPB under a government mandate strengthens Thai consumer protection because it leads to
better enforcement by assisting in prosecuting businesses and more streamlined information
processing.293 This unique function of the OCPB is different from other ASEAN member states.294
Moreover, Thailand’s current 2017 Constitution affirms consumer rights by allowing the
establishment of an organization to represent consumers and protect their rights.295 As such, the
Thailand Consumers Council (consisting of 152 consumer organizations) was formed in 2020 to
focus on consumer engagement and education.296 Although the Thailand Consumers Council is an
independent consumer body, it is also entitled to seek redress for consumers in the courts on behalf
of consumers in addition to the OCPB.297 In fact, Thailand stands out as having several of the
strongest consumer NGOs in the ASEAN dating back to the 1970s,298 the prominent one being the
Foundation for Consumers (FFC), established in 1994.299 FFC actively works with consumers to
formulate policy and provide advocacy.300

288

Phusadee Arunmas, Disclose Prices or Face Fines, Warns DIT, BANGKOK POST (July 17, 2019, 5:30 PM),
https://www.bangkokpost.com/business/1714080/disclose-prices-or-face-fines-warns-dit; John Mendiola, Online
Sellers in Thailand Who Fail to Display Prices & Product Details Face Hefty Fines (Oct. 7, 2020),
https://silklegal.com/online-sellers-in-thailand-who-fail-to-display-prices-product-details-face-hefty-fines/.
289
OFF. OF THE CONSUMER PROT. BD., https://www.ocpb.go.th/index.php?filename=index (last visited Feb. 12,
2022).
290
Id.
291
The Consumer Protection Act B.E. 2522, sec. 10, (1979) (as amended in 2019) (Thai.).
292
Id.; NOTTAGE ET AL., supra note 31, at 257.
293
NOTTAGE ET AL., supra note 31, at 257-58.
294
Id. at 259.
295
CONSTITUTION OF THE KINGDOM OF THAILAND B.E. 2560 Apr. 6, 2017, sec. 46.
296
Thailand Consumer Council was formed on October 8, 2020 under the Establishment of Consumers Council Act
B.E. 2562 (2019). See THAILAND CONSUMERS COUNCIL, https://tcc.or.th/ (last visited Feb. 12, 2022).
297
The Establishment of Consumers Council Act B.E. 2562 (2019) (Thai.), sec. 14.
298
NOTTAGE ET AL., supra note 31, at 24; Frank Munger, Revolution Imagined: Cause Advocacy Consumer Rights
and the Evolving Role of NGOs in Thailand, 9 ASIAN J. COMPAR. L. 29, 29-64 (2014).
299
FOUND. FOR CONSUMERS, https://www.consumerthai.org/ (last visited Feb. 12, 2022).
300
ASEAN, HANDBOOK, supra note 202, at 62.

VOL. 18.2

SOUTH CAROLINA JOURNAL OF INTERNATIONAL LAW & BUSINESS

69

F. VIETNAM
As e-commerce has grown in Vietnam, businesses have become increasingly competitive
in the Vietnamese market and have, as a result, attracted domestic and foreign investment. 301
Vietnam enacted the 2005 Law on E-Transactions,302 providing broad provisions on e-commerce
and e-signatures. 303 After that, the government issued several decrees regulating e-commerce,
including Decree No. 52/2013 on E-commerce (Decree 52) in 2013 to control e-commerce
activities.304 Special emphasis should be given to Decree No. 52 because, in addition to controlling
e-commerce, it also provides some consumer protection provisions, for instance, information
requirements for e-commerce websites before the conclusion of contracts.305 Nevertheless, after
Decree 52 was enacted, several underlying issues surfaced; therefore, the Ministry of Industry and
Trade recently released a draft decree (Draft Decree) on January 4, 2021, to amend and supplement
certain articles of Decree 52, especially regulating e-commerce platforms and activities.306 One
unique feature of Decree 52 is that the scope of this Decree also covers social networking websites
as e-commerce platforms if they meet the necessary conditions; this law is unlike the laws of any
other states.307
In addition, Vietnam’s National Assembly passed the Law on Protection of Consumers’
Rights in 2010 (Consumer Protection Law).308 The Law broadens the legal framework to protect
consumers, including those who engage in electronic transactions.309 To guide the implementation
of a number of articles of the Consumer Protection Law, the government issued Decree No.
99/2011 (Decree 99). 310 Decree 99 incorporates a specific provision for a distance contract, a
contract concluded between consumers and traders via electronic means or telephone.311 Decree
No. 99 requires specific information to be included in such a contract and provides a cooling-off
period for consumers.312 To sum up, unlike other selected member states, Vietnam has Decree 99
301
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that provides consumer protection for e-commerce with a supplement of more detailed ecommerce rules under Decree 52.
The Vietnam Competition and Consumer Authority (VCCA) under the Ministry of
Industry and Trade is the state agency responsible for implementing the Consumer Protection
Law.313 It is also in charge of making policy, governing standard contracts and general trading
conditions, receiving and mediating consumer complaints, undertaking consumer education, and
raising awareness among consumers.314 Vietnam’s most notable NGO for consumers is Vietnam
Consumer Protection Association (VICOPRO).315 It is a central association established in 2018
after the restructure of the former Vietnam Standards and Consumers Association
(VINASTAS).316 VICOPRO has closely cooperated with VCCA to implement the 2010 Consumer
Protection Law and relevant legislation.317
In summary, without a uniform consumer protection law in ASEAN, member states have
different types and substances of domestic laws following their traditional legal structures. Apart
from Singapore, which issues a non-legally binding guideline, the other five states enact laws that
specifically govern consumer protection in the e-commerce context. They have sui generis laws
in various types, i.e., an act, a decree, a regulation, a joint department administrative order, a
notification, separately from their main consumer protection and e-commerce laws.
IV. PRE-CONTRACTUAL INFORMATION DUTIES: AN EXAMPLE OF THE INCONSISTENCY AND
INEFFICIENCY OF LAWS IN ASEAN
After observing laws (both soft law and hard law) of the selected six member states, we
have seen that all states have at least one law regulating consumer protection for e-commerce
despite different styles and types of laws. This part goes into a deep dive on the substance of one
selected principle to protect consumers in order to examine the consistency and adequacy of
member states’ laws.
Governments worldwide use many legal principles as a market intervention to protect
consumers, such as governing unfair contract terms, providing the right of withdrawal, or
regulating digital products. Nevertheless, I choose the principle of “pre-contractual information
duties” to demonstrate the problem arising out of no uniform consumer protection law in ASEAN.
These duties are based on the fundamental right of consumers: “the right to be informed,” which
is deep-rooted in the realm of consumer protection law. Pre-contractual information duties are very
impactful because they give consumers protection even before the conclusion of contracts. Also,
it provides clear evidence of the reason why ASEAN should start to think about a concrete plan
for harmonizing consumer protection laws of its member states.

313

VIET. COMPETITION & CONSUMER AUTHORITY, http://en.vcca.gov.vn/ (last visited Feb. 12, 2022).
ASEAN, HANDBOOK, supra note 202, at 66.
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Id.
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Pre-contractual information duties are simply explained as duties imposed on a business to
disclose certain material information to a consumer before the conclusion of a contract.318 Precontractual information duties have been used to rectify asymmetries,319 promote transparency,
support informed consent in contract making decisions, 320 and enhance competition and
innovation.321 Recently, the consumer protection law paradigm has shifted from post-redress to
pre-protection to avoid international consumer litigation, which is time-consuming, costly, and
ineffective.322 In this light, pre-contractual information duties are a crucial dimension of any ecommerce activity. It has been a center of interest from scholars all over the world in multiple
fields.
Many international organizations issued soft laws—non-legally binding instruments—yet
influential regarding pre-contractual information duties. One of them is the United Nations (UN),
which set a milestone for developing consumer protection law in the United Nations Guidelines
for Consumer Protection (UNGCP). 323 The UNGCP suggests that the UN member states
continuously develop transparent and effective consumer policies to enhance consumer
confidence324 and ensure that businesses and consumers know about their rights and obligations in
e-commerce. 325 More importantly, the 2015 UNGCP, the most recent one, refers to another
significant international guideline and standard, the Guidelines for Consumer Protection in the
Context of Electronic Commerce of the Organization for Economic Cooperation and Development
(OECD).326 The OECD guidelines ensure, like the UNGCP, that online consumers benefit from
the same protection as those buying from physical stores. 327 Online disclosure is one of eight
general principles suggested in the OECD guidelines.328 The guidelines recommend businesses
provide “clear and easily accessible information”329 about businesses themselves,330 goods and
318

David Kӓstle-Lamparter, Pre-Contractual Information Duties, in COMMENTARIES ON EUROPEAN CONTRACT
LAWS 383, 384-85 (Nils Jansen & Reinhard Zimmermann eds., 2018).
319
Alan Schwartz & Louis L. Wilde, Intervening in Markets on the Basis of Imperfect Information: A Legal and
Economic Analysis, 127 U. PA. L. REV. 630, 635 (1979); Howard Beales et al., The Efficient Regulation of Consumer
Information, 24 J.L. & ECON. 491, 492 (1981).
320
OECD, CONSUMER POL’Y TOOLKIT 78, 82 (2010), https://read.oecd.org/10.1787/9789264079663en?format=pdf .
321
Christoph Busch, The Future of Pre-contractual Information Duties: from Behavioural Insights to Big Data,
RESEARCH HANDBOOK ON EU CONSUMER & CONTRACT L. 221, 223 (Christian Twigg-Flesner ed., 2016).
322
Id. at 19.
323
GA. RESOL. 39/248 (1985). The first one was launched in 1985. The UN revised the UNGCP in 1999 and then in
2015. See ECON. & SOCIAL COUNCIL RES. E/1999/INF/2/Add.2 (July 26, 1999); GA. RESOL. 70/186 (2015).
324
Id. sec I, No. 63.
325
Id. sec I, No. 64.
326
OECD, GUIDELINES FOR CONSUMER PROTECTION CONTEXT ELECTRONIC COM. (2016),
https://www.oecd.org/sti/consumer/ECommerce-Recommendation-2016.pdf [hereinafter “OECD, THE
GUIDELINES”] The OECD Guidelines were first adopted in 1999 and updated in 2016.
327
I. Benöhr, The United Nations Guidelines for Consumer Protection: Legal Implications and New Frontiers, 43 J.
CONSUMER POL’Y 105, 106-7, 111 (2020).
328
OECD, THE GUIDELINES, supra note 327, at principle III.
329
Id. at 15.
330
Id. The information includes, for example, identifications (legal name of the business and name under which it
trades), appropriate and effective resolution of any disputes that may arise, principal geographic address, including
an e-mail address, a telephone number or other electronic means of contact, any relevant government registration or
license information.
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services, 331 and transactions. 332 The UN and the OECD guidelines confirm that consumer
protection has gradually transformed from being constrained on a national topic to becoming a
core supranational law subject.333
At the regional level, the EU launched the two most recent directives specifically on
consumer protection that impose significant pre-contractual information duties applied to online
contracts. They are the 2011 Consumer Right Directive334 and its amendment provisions under the
2019 Directive on Better Enforcement and Modernization of EU Consumer Protection, in short,
the Omnibus Directive.335 At the national level it is impossible not to mention the US, the world’s
most influential e-commerce country which is home to many influential online marketplaces and
online stores. The Federal Trade Commission (FTC), the US government agency for consumer
protection, has promulgated and created many FTC rules, guidance documents, and advice to
properly accommodate online activities. For example, 2000’s Electronic Commerce: Selling
Internationally, A Guide for Businesses 336 and 2013’s Dot Com Disclosures: How to Make
Effective Disclosures in Digital Advertising (hereinafter Dot Com Disclosures Guidance)337 both
have some similar provisions under the same concept with EU directives. In fact, the FTC Dot
Com Disclosures Guidance has even more complex principles regarding efficient methods for
disclosing information than the EU directives.
The EU and the US have different approaches towards pre-contractual information duties
in consumer contracts. The EU represents the legislature’s ex-ante law model through directives
that explicitly provide pre-contractual information duties at the outset for protecting consumers.
In contrast, the US has the judiciary’s ex-post law model. The courts specify that an omission of
material information is deceptive and list pieces of information that satisfy the materiality list of

331

Id. at 16. The information should describe goods or services offered that is sufficient to enable consumers to
make informed decisions regarding transactions.
332
Id. The information includes for example, initial price; terms, conditions, and methods of payment, including
contract duration; terms of delivery or performance; details of and conditions related to withdrawal, termination or
cancellation, after-sales service, return, exchange, refunds, warranties and guarantees; information on available
dispute resolution and redress options.
333
Geraint Howells et al., Consumer Law in its International Dimension, HANDBOOK RES. ON INT’L CONSUMER L.
1, 1-15 (2d ed. 2018).
334
Directive 2011/83 of the European Parliament and of the Council of 25 October 2011 on Consumer Rights,
amending Council Directive 93/13/EEC and Directive 1999/44/EC of the European Parliament and of the Council
and repealing Council Directive 85/577/EEC and Directive 97/7/EC of the European Parliament and of the Council,
2011 O.J. (L 304) [hereinafter “the Consumer Rights Directive”].
335
Directive 2019/2161 of the European Parliament and of the Council of 27 November 2019 amending Council
Directive 93/13/EEC and Directives 98/6/EC, 2005/29/EC and 2011/83/EU of the European Parliament and of the
Council as regards the Better Enforcement and Modernization of Union Consumer Protection Rules, 2019 O.J. (L
328) [hereinafter “the Omnibus Directive”].
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FED. TRADE COMM’N, ELECTRONIC COMMERCE: SELLING INTERNATIONALLY, A GUIDE FOR BUSINESSES (2000),
https://www.ftc.gov/system/files/documents/plain-language/alt067-electronic-commerce-selling-internationallyguide-businesses.pdf.
337
FED. TRADE COMM’N, DOT COM DISCLOSURES: HOW TO MAKE EFFECTIVE DISCLOSURES IN DIGITAL
ADVERTISING (2013), https://www.ftc.gov/tips-advice/business-center/guidance/com-disclosures-how-makeeffective-disclosures-digital [hereinafter “FTC, DOT COM DISCLOSURES GUIDANCE”].
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these duties.338 Despite the apparent differences in these models, the substance of EU and US laws
has converged such that they actually regulate and require disclosure of similar material
information. The convergence of laws in protecting consumers of e-commerce is probably because
of the cross-border nature of e-commerce that connects the world and creates a singular market.
This is the reason why governments around the world impose the same types of laws to protect
consumers. As such, pre-contractual information duties for businesses to disclose material
information to consumers have long been recognized at the national, regional, and international
levels as the best tool to protect consumers from information asymmetry which is the root cause
of fraud in e-commerce.
Despite the absence of regional legislation, there is a movement to create pre-contractual
information duties for e-commerce at the national level showing a trend for legal development in
this region. Most member states have general consumer protection laws that provide consumers
with the right to information. 339 However, because of the nature of e-commerce wherein
consumers rely largely on the information given online, all six states have issued separate laws in
addition to their general consumer protection laws about pre-contractual information duties in ecommerce 340 (although Thailand has a few provisions 341 and Singapore has a non-binding
guideline). It is useful to analyze the terms that the selected six member states use to refer to the
principle of mandatory information disclosure when concluding a contract. Singapore and Vietnam
(and the EU Directives) use the exact wording, pre-contractual information duties.342 The laws of
the remaining four states—Indonesia, Malaysia, the Philippines, and Thailand—do not use this
precise wording for these duties.343 Regardless of the word choice referring to this principle, the
legal implication and effect are the same. These states all come to the same conclusion that precontractual information duties require information disclosure before the conclusion of a contract,

338

A consumer protection term that refers to “a failure to disclose” under US contract law. See also NAT’L
CONSUMER L. CTR., Unfair and Deceptive Acts and Practices [hereinafter “UDAP”] § 4.2.15 (10th ed. 2021),
updated at www.nclc.org/library.
339
For example, Law No. 8 of 1999’s on Consumer Protection, art. 4 “The rights of the consumers are: (c.) to
obtain correct, clear end honest information on the condition and warranty of the goods and/or services…”;
R.A. 7394 (Indon.), The Consumer Act of the Philippines, art. 2 “…the State shall implement measures to achieve
the following objectives: (c.) provision of information and education to facilitate sound choice and the proper
exercise of rights by the consumer …”; CPA, sec. 4 “A consumer has the rights to be afforded the following
protection: (1) the right to information including correct and adequate description of quality as to the goods or
services (Thai); Law No.59/2010 on Protection of Consumers’ Rights, art. 8 “Consumer Rights (2.) Being provided
accurate and complete information about organizations or individuals trading goods or services; contents of
transaction of goods and/or services; the source and origin of goods; being provided with invoices and vouchers and
documents relating to the transactions and other necessary information about goods and/or services that consumers
purchase and/or use.” (Viet.).
340
GR 80 (Indon.); Regulations (Malay.); Joint Order (Phil.); TR 76 (Sing.); Decree 99 and 52 (Viet.).
341
Thailand does not enact comprehensive law with several provisions applied for consumer protection in ecommerce like other states. Instead, Thailand has pre-contractual duties to disclose information only about price and
description of goods and services in its Notification. Broad protection still resides in the CPA and the DSDM, which
applies to e-commerce businesses (except for some kinds of individuals or businesses under the SMEs regime).
342
TR 76, rule no. 3 “Pre-purchase activities” (Sing.); Decree 52, art. 28(2)(d) “Such information must satisfy the
following requirements: Being displayed clearly to customers before the time they send a proposal for conclusion of
contract.” (Viet.).
343
The Consumer Rights Directive, arts. 6.
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for example, in an electronic offer (Indonesia),344 on a website (Malaysia),345 on businesses’ ecommerce or online systems (Thailand),346 or to enable consumers to make an informed decision
(the Philippines).347
The legal measure from the selected six ASEAN member states offers clear evidence of
how pre-contractual information duties have developed in order to protect consumers in ecommerce. An analysis of these existing pre-contractual information duties supports the claims
that a uniform law with comprehensive rules is feasible and that cooperation among member states
is essential. This is because without a unified or harmonized consumer protection law in the region,
each ASEAN member state, no doubt, ends up with different substance for its legal measures. This
substantive difference extends to a member states’ policy, source of laws, and application of
consumers’ right to information.
To highlight the differences and similarities between legislation in ASEAN member states,
I use provisions of the 2011 Consumer Right Directive (hereinafter “the CRD”) with its
amendment from the 2019 Omnibus Directive (hereinafter “the OD”) as a base for a comparative
study. This is because the CRD provides the most comprehensive rules on pre-contractual
information duties. Even the US leading online marketplaces, such as Amazon and eBay, also
follow the strictest rules of the CRD to sell their products worldwide, including in Europe.
Therefore, most pre-contractual information duties under the CRD can be considered an
international standard that other countries should follow. Additionally, I will bring US’ FTC Dot
Com Disclosures Guidance into the conversation when it relates to efficient methods for disclosure
since it is the most detailed rule at present.
For a clear setting, I grouped and divided the pre-contractual information duties of the CRD
into three main topics: information to be disclosed, methods for disclosing information, and
enforcement and sanctions. The analysis of these topics contains not only an explanation of the
legal provisions of these selected six states but also a comparative analysis of these laws and the
international standard.
A. INFORMATION TO BE DISCLOSED
Pieces of information that are required to be pre-contractually disclosed in this section are
based on 21 pieces of information under the EU directives. 348 They are grouped into five
categories, which are information about products, 349 businesses, 350 contracts, 351 the right of
withdrawal, 352 and code of conducts and ADR.353 In brief, all selected six states have at least two
344

GR 80, art. 39. (Indon.).
Regulation, sec. 3(1) (Malay.).
346
Notification, clause 4 (Thai.).
347
Join Order, sec. 5(3) (Phil.).
348
The Consumer Rights Directive, art. 6(1).
349
Id. at arts. 6(1)(a),(e),(ea),(f),(r), and (s).
350
Id. at arts. 6(1)(b),(c), and (d).
351
Id. at arts. 6(1)(g),(l),(m),(q),(o), and (p).
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Id. at arts. 6(1)(h),(k),(i), and (j).
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Id. at arts. 6(1)(n), and (t).
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kinds of basic information requirements for online contracts, i.e., information about products and
businesses. Interestingly, all the states (except Thailand, which has a broad provision concerning
the right to information) prioritize information about traders before other kinds of information,
unlike the EU’s CRD. The reason behind this prioritization is that ASEAN is facing widespread
online fraud in the region.354 Online fraud cases occur because consumers lack information and
awareness about the identity of online businesses—the counterparty to a contract. Consequently,
these governments use the mandated disclosure to locate the responsible party online in a dispute
and fight against online fraud.
Regarding the information about products, all six states basically require disclosure of the
main characteristics of goods and services so consumers can specify correct goods or services.355
Only Singapore’s TR 76 Guidelines for e-commerce transactions, the latest to come out among
the other states in 2020, has a provision in accordance with the latest rule of the EU in 2019, the
OD, 356 concerning the disclosure of functionality and interoperability of digital products. 357
Another important piece of information about products is about its price. 358 All selected six
member states share a focus on the price of a product.359 Thailand, to provide an example, issued
a separate law requiring online businesses to display prices and descriptions of goods and services
to prevent online businesses, especially those selling products via social media, from inviting
customers to inquire about information through private channels; a practice that allows online
businesses to intentionally hide the price.360 Additionally, only Vietnam has a similar provision as
the EU’s CRD concerning disclosure of the costs for the use of communication, i.e., internet, to
conclude distance contracts, including online contracts. 361 Regarding the information about
traders, all states require the disclosure of this kind of information. 362 Interestingly, all of them
even order the disclosure of identities of businesses first before other kinds of information, which
is different than the CRD.363 The Philippines’ law has the most detailed requirements for identities
and contact details of online businesses, followed by Vietnam, Singapore, and Malaysia. The
required information of these four states, such as registration number or representative agent, even
goes beyond the requirement in the CRD.364 In terms of traders’ contact details, the Philippines,
Vietnam, and Singapore require geographical address, email, and telephone number,365 whereas
354

Odonkor, supra note 17.
The Consumer Rights Directive, art. 6(1)(a); GR 80, art. 39(1)(a) (Indon.); Regulation, sec. 3(1) sched. 4
(Malay.); Joint Order, sec. 5(2) (Phil.); TR 76, no. 3.2.3 (Sing.); Notification, clause. 4 (Thai); Decree 99, art
17(1)(b) and Decree 52, art. 30 (Viet.).
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The Consumer Rights Directive, arts. 6(1)(r) and (s) amended by the Omnibus Directive, art. 4(4)(a)(iv).
357
TR 76, no. 3.2.3 (Sing.).
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GR 80, art. 39(1)(b) (Indon.); Regulation, sec. 3(1) sched. 5 (Malay.); Joint Order, sec. 5(3.4) (Phil.); TR 76, no.
3.2.3 (Sing.); Decree 52, art. 31 (Viet.).
360
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Decree 99, art 17(1)(f) (Viet.); The Consumer Rights Directive, arts. 6(1)(f).
362
GR 80, art. 39(1)(a) (Indon.); Regulation, sec. 3(1) sched. 1, 2 (Malay.); Joint Order, sec. 5(1) (Phil.); TR 76, no.
3.2.2 (Sing.); CPA, sec. 4 (Thai.); Decree 99, art 17(1)(a) (Viet.); Decree 52, arts. 29 (1)(2) (Viet.).
363
The Consumer Rights Directive, arts. 6(1)(b), (c), and (d).
364
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(Sing.); Regulation, sec. 3 sched. 1, 2 (Malay.).
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Malaysia requires only the latter two. 366 Indonesia and Thailand require only the identities of
online businesses.367
Regarding the information about contracts, all five states except Thailand provide rules
demanding disclosure of information about payment and delivery, which are very substantial for
a sales contract.368 Thailand does not have a single provision related to the arrangement of payment
and delivery. Singapore is the only state that requires online businesses to display information
about their complaint handling policy. 369 Another important piece of information for a sales
contract is a legal guarantee of the conformity of products. 370 Most states, i.e., Indonesia, the
Philippines, Singapore, and Vietnam, explicitly require this pre-contractual disclosure about the
conformity of products.371 In fact, the Philippines, Singapore, and Vietnam even include disclosure
of any available warranties, which is beyond the EU’s CRD.372 Additionally, only the Philippines
and Singapore require pre-contractual disclosure about after-sale services.373 Moreover, regarding
the disclosure of the duration of a contract, 374 although the Philippines does not have a direct
provision about it, the Philippines is the only state that requires e-commerce sellers to disclose any
conditions relating to contract renewal or extension.375 It should be noted that no state mentions
the disclosure of commercial or financial guarantees.376
Regarding the information about the right of withdrawal, Vietnam has the most
comprehensive and similar rule to the CRD, 377 followed by Singapore and the Philippines.
Vietnamese law imposes a duty for online sellers who own e-commerce websites to disclose
information concerning return or exchange policies; terms, methods, and cost of this return; and
methods for obtaining refunds on their websites. 378 Vietnam even has a provision regarding
liability to pay in service contracts provided to consumers before they exercise the right of
withdrawal, similar to the CRD rule.379 Singapore also has a clear provision requiring e-retailers
and e-marketplaces to provide information about return, refund, and exchange policies available
to customers before any online transactions take place.380 The Philippines simply states that sellers
366

Regulation, sec. 3 sched. 3 (Malay.).
GR 80, art. 13(1)(a) (Indon.); CPA, sec. 4 (Thai.).
368
The Consumer Rights Directive, art. 6(1)(g); GR 80, arts. 39(1)(d),(e) (Indon.); Regulation, sec. 3(1) sched. 6, 8
(Malay.); Joint Order, secs. 5(3.5.2), (3.5.3) (Phil.); TR 76, no. 3.2.4 (Sing.); Decree 99, art 17(1)(b), (c) (Viet.);
Decree 52, arts. 33, 34 (Viet.).
369
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370
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GR 80, art. 13(1)(b) (Indon.); Joint Order, secs. 5(3.5.8) (Phil.); TR 76, no. 3.2.3 (Sing.); Decree 53, art 32(1)(c)
(Viet.).
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The Consumer Rights Directive, art. 6(1)(l); Joint Order, secs. 5(3.5.8) (“any available warranties and
guarantees”) (Phil.); TR 76, no. 3.2.3 (“guarantees and warranties available for the product”) (Sing.); Decree 53, art
32(1)(c) (“Product warranty policy”) (Viet.).
373
The Consumer Rights Directive, art. 6(1)(m); Joint Order, secs. 5(3.5.8) (Phil.); TR 76, no. 3.2.3 (Sing.).
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Joint Order, secs. 5(3.5.7) (Phil.).
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377
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in e-commerce must disclose details about returns, refunds, cooling-off periods, and the right of
withdrawal in order to allow consumers to make informed decisions. 381 Indonesia does not
specifically mention disclosure of a cooling-off period or the withdrawal right before the
conclusion of a contract. It only requires that the information about returning mismatched goods
or services must be in electronic contracts and in accordance with the given offers. 382 Both
Malaysia and Thailand do have legal provisions regarding the right of withdrawal and cooling off
period (ten days for Malaysia and seven days for Thailand), not in a pre-contractual stage, but
rather after the conclusion of a contract.383
Regarding the information about a code of conduct and ADR,384 no state has a provision
about a code of conduct, but two states have rules regarding the ADR, the out-of-court redress
mechanism. The first state is the Philippines, whose law requires online sellers to clearly and
conspicuously specify the information about the applicable law and forum to govern any
contractual disputes at the earliest possible stages of interaction with consumers.385 The second
state is Vietnam, whose requirement covers not all online businesses but only e-commerce trading
floors (online marketplaces) to display information about a mechanism to settle complaints and
disputes between contracting parties.386
At present, most states (except the Philippines and Thailand)387 not only explicitly impose
pre-contractual information disclosure on online sellers but also online marketplaces. 388 The
governments of the Philippines and Thailand are currently working on enacting new laws that
mainly regulate e-commerce platforms, including online marketplaces. 389 During this period,
Vietnam also released a draft law in 2020 to amend its current law, Decree 52, that added more
stringent rules for activities of e-commerce platforms and foreign investment in addition to its
existing rules for e-commerce trading floors (online marketplaces).390
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Joint Order, secs. 5(3.5.5) and (3.5.6) (Phil.).
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online marketplace.
388
GR 80, art. 5 (Indon.), Regulation, sec. 3(1) (Malay.), TR 76, no. 3.2.2 (Sing.), Decree 52, arts 3(8)(9) (Viet.).
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An Act Protecting Consumers and Merchants Engaged in Internet Transactions, Creating for this Purpose the Ecommerce Bureau and Appropriating Funds, S.B. No. 1591 of June 9, 2020 (Phil.); A draft of Royal Decree on
Regulating the Digital Platforms Services B.E. … (Thai.).
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Vietnam Briefing, supra note 306; Linh Bui et al., supra note 301; Linh Bui, Stringent E-commerce Rules for
Vietnam Coming Up Ahead, VIR (May 8, 2021, 09.00 AM), https://vir.com.vn/stringent-e-commerce-rules-forvietnam-coming-up-ahead-84030.html.
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In addition, of the three rules under the EU’s CRD that are specifically applied to online
marketplaces, 391 most states have one out of three similar rules to the CRD. The Philippines,
Vietnam, Singapore, and Malaysia (these states are placed in order of more to less detailed rules)
have their laws or a legal instrument that require a business to incorporate its identification in terms
of registration number, head office, or representative agent, for the purpose to help consumers
determine whether the person with whom they are concluding a contract is a business or not.392
Nevertheless, no state has added a further rule for online marketplaces to explicitly disclose the
person responsible for obligations related to the contract, either for online sellers or a
marketplace. 393 Hence, consumers need to check the details of sellers, particularly their
identification, on their own. For the last rule in the CRD regarding the disclosure of a method for
ranking offers (e.g., by price, consumer ratings) on online marketplaces, among the selected six
states, this rule can only be found in the new draft law of Thailand.394
B. METHODS FOR DISCLOSING INFORMATION
None of the states have a comprehensive rule providing several methods for disclosing
information that is similar to the EU’s CRD395 or a detailed rule concerning how to effectively
disclose required information in a clear and comprehensible manner as provided in the US’ FTC
Dot Com Disclosures Guidance.396
With the exception of Malaysia, the other states have general and broad provisions for
disclosing information. In essence, despite the different wordings of the laws in the five states,
online businesses must disclose pre-contractual information in a clear and comprehensible
manner.397 Singapore and Vietnam have more detailed rules that are closer to the US’ FTC Dot
Com Disclosures Guidance. Singapore stands out from other states because it offers some detailed
rules in addition to the CRD and has the closest rules to the FTC Dot Com Disclosures Guidance.
Singapore is the only state that highlights the importance of pre-contractual information disclosure,
and many rules in this regard can be found in several places throughout its TR 76.398 Not only does
Singapore’s TR 76 provide the kinds of pre-contractual information that must be disclosed in
general, but another provision also specifies thirteen pieces of information that online businesses
must clearly provide when customers place products in a shopping cart or at any point before
customers make payment.399 This rule is more comprehensive than those found in either the EU
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The Consumer Rights Directive, art. 6a.
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or the U.S.400 Moreover, Singapore’s TR 76 is similar to the FTC Dot Com Disclosures Guidance
in that its TR 76 suggests the method for disclosure should relate to (1) the proximity and
placement of information and (2) the consistency and uniformity of structure and layout to avoid
confusion and misrepresentation.401 Nevertheless, it should be noted that while TR 76 specifically
governs pre-contractual information disclosure with the same scope of the EU directives, it is
different from the FTC Dot Com Disclosures Guidance that applies only to online
advertisement.402
Another member state that should be pointed out is Vietnam because it also has similar
rules to the FTC Dot Com Disclosures Guidance, despite these rules not always containing as
many details as in Singapore’s TR 76. Vietnam’s Decree 52 requires the placement of required
information to be accessible online and arranged in corresponding sections on relevant websites.
Moreover, all required information must be clearly displayed to customers before a contract is
concluded.403
With regard to the requirement about which language is used to provide information,
although the working language of ASEAN is English,404 some states still maintain their national
language requirement. For instance, Thailand clearly specifies that information concerning price
must always be in Thai (but allow additional languages as per the preference of businesses).405
Vietnam explicitly states that languages expressing general trading conditions must always include
Vietnamese. 406 In contrast, Indonesia does not impose a language requirement in the precontractual process. Instead, it requires that e-contracts with “consumers in Indonesia must use the
Indonesian language.” 407 Singapore does not have a language requirement, but its guideline
suggests that e-businesses determine which languages are likely to provide consumers the best
opportunities, and, if they offer language options, these options should be clear and easily
accessible for customers to switch to their preferred languages.408 Rules of these states are similar
to the CRD, which also allows member states to maintain or introduce rules in their national
language.409
Concerning delivery and payment restrictions, only the Philippines, Singapore, and
Vietnam demand pre-contractual disclosure of delivery restrictions before the conclusion of a
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contract.410 However, unlike the CRD, these states do not fix the exact time at the beginning.411
Additionally, unlike the provisions in the CRD, no state mentions information about an obligation
to pay before placing an order, or provides legible words on an activating button that indicates the
consumers are placing an order with an obligation to pay. 412 Likewise, no state mentions a
provision requiring disclosure of selected information in the case of limited space or time to display
information.413
For the last formal requirement, almost all states (except Malaysia and the Philippines)
have provisions concerning confirmation of concluded contracts. Among the four states, Singapore
has more requirements than other states and even the CRD.414 Singapore’s TR 76 suggests both
confirmations of payment and an order.415 In any event, the order confirmation should contain
certain information, such as an order date and number, the quantity of products, an estimated time
of delivery, and methods of contacting online businesses (customer support).416 Indonesia’s GR
80 requires e-confirmation sent to consumers within a certain timeframe, and such e-confirmation
must contain the same information as provided in an e-offer. 417 Accordingly, e-confirmation
should include minimum information about the specifications of products and their prices, the
payment and delivery mechanism and system, as the payment deadline, and any limitation on
liability in the event of the occurrence of unexpected risks, for example.418 Similarly, Vietnam’s
Decree 52 requires businesses to provide a confirmation of orders that contains the list of
information, such as a list of products consumers have ordered, the quantity and price of each
product, the total value of the contract, the time of delivery, and contact information for further
inquiries to consumers.419
In Thailand, although DSDM does not contain any pre-contractual information duties, it
has a provision that specifically requires that the order confirmation be sent to consumers after the
conclusion of a contract.420 The details of information include: names of buyers and sellers; dates
of purchase and delivery of products; due dates; places and methods of payments and deliveries of
products; procedures regarding contract termination; warranties; the right of withdrawal and
cooling-off periods; return methods; and exchange policies in case of damage or defect.421 Looking
at the list above, it is important to note that a Thai confirmation of an order contains information
that is required by other states and the CRD in the pre-contractual stage. This shows that Thailand
also has the same concern that certain information should be disclosed to consumers. However,
410
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Thailand considers the process of disclosure suits in the post-contractual rather than precontractual stages.
C. LEGAL EFFECTS AND SANCTIONS
The selected six states are silent on the issue of the legal effects of pre-contractual
information duties. They do not have a specific provision allowing information in disclosure to be
incorporated in a concluded contract.422 One reason this specific provision is absent is that, if such
information has already been included in an offer, it would automatically become a part of a
contract by virtue of the general principle of contract law. Then, this legal matter would fall under
the scope of contract law in each state. From observing another enforcement rule regarding the
burden of proof,423 consumer protection laws of the selected six member states provide different
rules for who bears the burden of proof in consumer contracts, especially circumstances that shift
the burden of proof to businesses.424
Concerning sanctions, that this section explores all the five states except for Singapore
because Singapore’s TR 76 guideline is not legally binding. For the rest of the five states, some
states have provisions related to sanctions for violating pre-contractual information duties within
their specific laws concerning consumer protection in e-commerce, whereas other states refer to
their main laws. Indonesia and Vietnam are in the former group, while Malaysia, the Philippines,
and Thailand are in the latter group. Each of these five states have sanctions in the form of a fine,
which is consistent with the EU approach.425 Nevertheless, Vietnam is distinct from the other states
because its sanction gives consumers the unilateral right to terminate contracts for noncompliance
with pre-contractual information duties.
For the first group of states having sanctions within their specific laws, Indonesia’s GR 80
indicates that the non-disclosure of information about identities of businesses, characteristics,
conditions, and guarantees of goods and services will be subject to administrative sanctions.426
The administrative sanctions can take the form of a written reprimand, putting businesses who fail
to disclose information on a priority list of oversight, a black list, or a temporary blockade, or could
lead to a revocation of business licenses.427
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Vietnam’s Decree 99 provides many detailed rules about the sanction imposed for
noncompliance with pre-contractual information duties. It gives a consumer the right to terminate
a contract unilaterally if a trader fails to properly or fully provide the required information in
distance contracts, including online contracts, under this law. 428 A consumer can unilaterally
exercise the right to terminate a contract within ten days after the conclusion of a contract by
notifying a business without paying any costs related to that termination unless such a cost is for
using goods or services.429 Once a consumer unilaterally terminates a contract, a trader must refund
the consumer’s paid money within thirty days after being notified of the termination.430Also, a
trader is subject to pay interest on delayed payment beyond the timeframe.431 The refund must be
made by the same payment used by a consumer unless a consumer agrees otherwise.432 In addition,
if the termination of a contract causes damage to a consumer, the law requires that a trader pays
damages under the Vietnamese civil law.433
For the second group of states referring sanctions to their main laws, Malaysia and the
Philippines refer to the sanction provisions in their main consumer protection laws. According to
the Malaysian Consumer Protection Act, online businesses or marketplaces that fail to comply
with pre-contractual information duties are subject to a fine or imprisonment, or both with different
amounts and time depending on whether a person or a company commits the offense.434 Moreover,
any person or company will be imposed an additional fine of up to 1,000 Malaysian Ringgit for
each day during the time that the offense continues after conviction. 435 Apart from the above
criminal penalties, a consumer may bring a claim to the Tribunal for Consumer Complaints for
civil remedies against such a business.436
The Philippines’s Joint Order clearly states that any violation under this Joint Order will
fall under the scope of the Consumer Protection Act related to administrative penalties.437 These
administrative penalties vary in many forms; for example, the issuance of a cease and desist order,
the acceptance of a voluntary assurance of compliance, restitution or rescission of the contract
without damages, or the imposition of administrative fines (between 500-300,000 Philippines
pesos but no more than 1,000 Philippines pesos for each day of continuing violation).438
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Thailand neither has a provision of sanctions for noncompliance with pre-contractual
information duties in a specific law, nor does it refer back to the main consumer protection law
like the other two aforementioned states. Nevertheless, the specific law as secondary law that
imposes pre-contractual disclosure duties about prices and descriptions of products refers back to
its primary law, the Price of Products and Services Act B.E. 2542 (1999), for the sanction. The
Price of Products and Services Act penalizes a business that does not disclose information about
the price and description of products with a fine not exceeding 10,000 Thai baht. 439 More
significantly, to incentivize the Thai community to help with this enforcement, if a business is
penalized with such a fine, a person who helps the government (Department of Internal Trade) by
pointing out the non-disclosure of products’ prices and descriptions of businesses will be awarded
25% of that fine.440 In sum, each member state has different rules and approaches that it sees
appropriate in response to noncompliance with pre-contractual information duties.
V. LESSONS LEARNED FROM THE ANALYSIS OF E-COMMERCE IN ASEAN
ASEAN’s most recent economic integration as the AEC has immense potential since its ecommerce market combines over half a billion people who are prospective internet users and
online shoppers. People’s readiness in this region to engage in online transactions is obviously an
important driving force to develop the e-commerce market. With this great potential for growth in
the e-commerce realm and ASEAN consumers’ ever-increasing online habits, the AEC aims to
build consumer confidence in online transactions and support good business practices. The AEC
envisions its ultimate goal of cross-border e-commerce transactions in the region as expanding its
full capacity that in turn makes the AEC a more competitive economic region.
However, ASEAN has attracted criticism for reluctantly cooperating with the economic
integration without securing the actual compliance of its member states.441 One main factor that
impedes this integration is that ASEAN lacks the genuine political will to intensify its cooperation.
This is because sometimes member states are in direct competition with each other. Several
complications have occurred, including member states having conflicting interpretations and
avoiding regional compliance.442 As of 2021, ASEAN has progressively implemented 54.1% of
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sectoral work plans in an effort to meet the goals under the AEC Blueprint 2025.443 Still, many
scholars are skeptical about the success of the AEC, the most recent regional integration.444
Despite criticism and skepticism, I take the optimistic view that the development of AEC
e-commerce, with a high potential for growth and support from the ASEAN people, would
ultimately strengthen the political will of ASEAN member states and create stronger and better
cooperation. Unlike other regional integration such as the E.U., ASEAN would have a bottom-up
structure that such will would originate in the private sector, starting with consumers and
businesses and advancing to governments. Then, this political will would concretize the AEC
instead of a supranational organization making a top-down policy.
Over fifty years of establishing ASEAN, member states have maintained their positions for
refusing a supranational organization and strictly followed ASEAN Way to dominate working
style, policies, and frameworks. This firm position tells us that the focus of developing laws should
be shifted away from creating a supranational institution to enact a community law to promoting
the cooperation of member states through its legal instruments. Unlike other economic
integrations, ASEAN can have an ASEAN style of issuing legal instruments soft law yet influential
for member states to gradually implement them into their domestic laws without a supranational
organization. Since ASEAN has recognized that achieving greater development of AEC ecommerce depends on the ongoing cooperation of member states to modernize their legal
infrastructures, especially consumer protection, ASEAN should emphasize this point. ASEAN
should continue facilitating AEC e-commerce by harmonizing consumer protection and consumer
rights.445
Indeed, the AEC Blueprints set out only broad concepts and strategic measures for the AEC
integration process. Nevertheless, we have seen the upcoming trend that ASEAN sectoral bodies
have issued more detailed and specific initiatives and working plans to support the AEC
Blueprints; for example, the Guideline on Accountabilities and Responsibilities of Emarketplaces446 and the Online Business Code of Conduct.447 They are a good starting point for
the acceptance of ASEAN to harmonize consumer protection laws in e-commerce among member
states. However, these legal instruments rely heavily on businesses to behave without concrete
rules for member states to implement them in their domestic law, so they have a long way from
uniform and comprehensive rules of consumer protection. Clear evidence is that they do not even
provide efficient rules for pre-contractual information duties for online sellers, which are well
developed in other parts of the world as mentioned earlier.
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In detail, the Guideline on Accountabilities and Responsibilities of E-marketplaces governs
the conduct of online marketplaces and allows these big companies operating online marketplaces
to control individual sellers on their platforms. 448 However, businesses are designed to make
profits, so giving them control of other businesses for the purpose of protecting consumers may
not be appropriate and practical. They could easily take advantage of consumers. Besides,
businesses cannot completely control sellers acting in bad faith because they do not have the power
to enforce compliance. Thus, ASEAN cannot and should not rely mainly on online marketplaces
to protect consumers. More importantly, a significant number of online sellers are doing business
on their own without using online marketplaces. Even though ASEAN has already issued the
Online Business Code of Conduct, which provides a limited number of pre-contractual information
duties for online sellers, the outlined duties are broad, inadequate, and incomprehensible.449
It is obvious that member states are willing to implement the AEC frameworks and policies
of e-commerce because they all want to enjoy the full benefit from it. All member states have
developed national laws to protect consumers and foster their digital economies. The selected six
states are the leading players in ASEAN and can present a feasible direction for the laws in this
region. With the example of pre-contractual information duties, these six states have already
promulgated laws regulating online businesses by requiring them to disclose material information,
many of which are similar to those in the E.U. and the U.S. This finding brings about the concrete
conclusion that because of the nature of cross-border transactions in e-commerce, people are
connected worldwide and thus experience the same problems which competent authorities try to
solve.
Nevertheless, two serious problems can be identified because of the absence of a
harmonized law across the region. First, the nonexistence of a common legal framework causes
discrepancies and inconsistencies between the laws of member states with practical consequences.
Every state has its own consumer protection law, a mandatory law that governs B2C contracts
following the state’s policies, cultures, and preferences. The lack of harmony of laws in member
states poses a serious problem for the AEC since it is supposed to have a single law that applies in
a single market. At present, the selected six member states only have three pieces of information
in common: the characteristics of products, prices, and identities of businesses. Consumers have
already intuitively been hesitant to conduct cross-border transactions because they are governed
by legal systems outside their home country that has different and unfamiliar rules. Consumers are
typically concerned about the protection they will receive for any disputes arising out of
transactions in foreign countries.450
More importantly, let us imagine a business that wants to sell products online in member
states with, for example, different lists of information requirements as appear in the previous part.
This means such a business has to set up different webpages to legally sell in each state. It is an
obvious nightmare for any business to enter the ASEAN e-commerce market. To address further,
researching information about various laws in different legal systems creates an additional cost for
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businesses.451 This additional cost reduces opportunities for SMEs to be competitive in the market
because of such a financial burden.452 Consumers also suffer from this additional cost because in
practice, businesses raise the prices of products to cover the additional expense. Consequently, the
different laws among member states often pose obstacles to cross-border e-commerce,453 which
are impractical and challenging for both consumers and businesses engaging in online transactions
and they ultimately create disincentives for investment.
Second, although most ASEAN member states have provisions regarding pre-contractual
information duties, these provisions are still incomplete and often inadequate when compared to
other parts of the world. ASEAN does not have a common minimum requirement to govern general
online sellers. The analysis of the selected six member states showed that each member state lacks
some rules regarding pre-contractual information duties compared to other countries such as the
E.U. and the U.S. For example, Thailand does not have any legislation to directly govern consumer
protection in e-commerce, resulting in inadequate rules to protect consumers. Indonesia, Malaysia,
the Philippines, and Vietnam have already enacted specific legislation to cover this area; but, as
we have seen in the previous section, some important rules are still missing in each state.
Singapore’s TR 76 is a guideline, which is merely a soft law that is not legally binding, so it cannot
impose a concrete legal consequence of noncompliance like the hard laws of other states.
It is true that harmonizing diverse laws has never been ASEAN’s strong suit. Yet, the AEC
frameworks and policies and the current laws of ASEAN member states all support the central
claim of this Article—that the ASEAN needs to harmonize consumer protection laws in online
transactions of member states in accordance with the worldwide standard so that all parts of
ASEAN, i.e., consumers, businesses, and states, can gain the greatest benefits of its e-commerce
under the huge project of economic integration as the AEC. ASEAN must have a uniform
consumer protection law with many features, including pre-contractual information duties, to
promote growth of e-commerce in the region.
CONCLUSION
This Article has highlighted ASEAN, a prominent player in the Asian market. Under
ASEAN’s most recent economic integration, the AEC, it has combined ten Southeast Asian
countries’ markets. ASEAN’s enormous collective market has considerable potential for ecommerce, which is significantly enhanced by the readiness of people in the region—who are
willing to engage in e-commerce—and the support from AEC frameworks and policies at the
regional level. In recognition of this potential, ASEAN has set a goal to boost AEC e-commerce
to reach its full capacity and thus become a competitive economic region.
The historical background and the great diversity of ASEAN member states make it
challenging for the establishment of a supranational organization to impose hard laws. In spite of
these challenges, ASEAN has issued many regional frameworks as soft laws—non-legally binding
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agreements that ask for the cooperation of member states—to create fruitful and good governance
of the e-commerce ecosystem. Nevertheless, one salient feature to facilitate e-commerce is
missing. ASEAN still lacks a comprehensive legal instrument to govern consumer protection,
despite its ability to facilitate e-commerce and promote the digital economy. For this reason, all
ASEAN member states have developed their own national legislation in the area of consumer
protection for e-commerce based on their preferences, as shown in the most current data of the
selected six ASEAN member states in this Article.
I chose pre-contractual information duties, one of the most vital tools to protect consumers
in online transactions, as a concrete example to show that the legal provisions of member states
are inconsistent and inefficient due to the absence of a uniform ASEAN law. These problems
profoundly impact ASEAN because they can harm consumers, businesses, member states, and
even ASEAN’s own economic development related to e-commerce. Therefore, this Article urges
ASEAN to harmonize consumer protection law if it wants to reap the benefits of e-commerce to
the fullest extent. This Article aims to be a starting point for larger questions. For example, how
should harmonization of consumer protection laws in ASEAN be pursued? What legal principles
should be contained in such harmonizing law? These questions are waiting for future research and
studies to provide the appropriate answers.

